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Introduction

Features and Benefits

Spam emails have become an ever increasing problem, and nowadays it is
practically impossible to use email without receiving spam in large
amounts. G-Lock SpamCombat is your powerful solution for clearing
your Inbox from spam, virus, and junk emails.

SpamCombat benefits:

e (atches and deletes spam BEFORE it reaches your inbox

e Self learns based on your spam and good email and adapts to new
types of spam

e Detects spam with great precision and accuracy

e Stops viruses and malicious code

e Safe email preview - no pictures are downloaded, no hidden scripts
or codes are executed

e Cuts down unproductive email traffic and saves bandwidth
o Filters email from multiple email accounts

e (Can work in a fully automatic mode

e Provides an easy way of recovering deleted emails

o Allows you quickly save and restore your profile (accounts and
filters settings)

e Has a very customizable user interface
e Provides comprehensive statistics graphs

e Helps save your money and valuable time
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SpamCombat uses a powerful set of filters to prevent spam from entering
your Inbox: Complex Filter, Whitelist, Blacklist, HTML Validator,
DNSBL filter, and the Bayesian filter.

Complex Filter lets you write a script containing different functions,
procedures, or operators to compare any header fields to the specified
value and classify the email as spam or good depending on the result.

For your convenience and saving time, SpamCombat lets you 'whitelist'
emails you receive from known senders: primarily newsletters you
subscribed to, messages from newsgroups, and other informative letters.
Opposite to the whitelist there is the 'blacklist' to which you can add
suspicious, unknown or unwanted emails or their senders. The messages
can be whitelisted or blacklisted based on any words from the message
header and/or body, and on the sender's IP address. SpamCombat is
provided with a solid Blacklist, which allows catching the most known
kinds of spam and virus emails.

HTML Validator is a filter that parses the HTML part of the incoming
email and checks the HTML tags for validity. If xx dubious HTML tags
are found, the message is considered spam.

DNSBL filter consists in comparing the senders' IP addresses against a list
of known spam databases using Public Blacklists (also called DNSBL lists).
These databases are maintained and updated daily.

The Bayesian filter is the most powerful anti-spam filter based on the
analysis of the message content and mathematical calculation of spam.
The advantage of the Bayesian filter is that it can be trained by each
individual user by categorizing each received email as either spam or
good; after you categorized a few emails the filter begins classifying the
emails by itself. If the filter makes a mistake, you re-categorize the email.
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The filter learns from its mistakes. The accuracy of the Bayesian filter
increases with time. "Well trained" filter can determine up to 99.5% of
spam emails coming into your inbox.

SpamCombat lets you preview incoming emails in the following formats:
HTML, Message Source, and Message body (decoded message). HTML
preview is absolutely safe. No pictures are actually downloaded, no
hidden scripts, or codes are executed. When you preview the emails
retrieved by SpamCombat, no notice to the email senders is sent letting
them know that the email was opened or read. Thus, nobody will know
whether your email address is valid or not if you don't want it.

SpamCombat ensures the efficient and easy control under incoming
emails!
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Munimum Requirements to Use SpamCombat

No Apple Macintosh or Linux version of SpamCombat is available.

The minimum requirements to run SpamCombat are:

Computer: Pentium III or higher *

Operating System: Windows 98, NT, 2000, XP, Vista, 7
Memory: 128 megabytes

Disk Space: 5 megabytes

Video: 256 colors **

Internet Connection: The faster, the better ***

* Performance of SpamCombat is relative to the speed of your computer
and the amount of memory (RAM) you have in your PC. These
requirements are considered minimum, not ideal.

** Note that SpamCombat is designed to look and perform best with 16-bit
color and normal fonts. If you are running at 256 colors, SpamCombat
will run considerably slower because your computer spends a great deal
of resources adjusting the colors to a 256 color palette. If you are running
your computer with 'LARGE FONTS' enabled, SpamCombat may not
display correctly.

** The speed and quality of your Internet connection will determine how
fast processing incoming messages is performed.
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How to Install and Uninstall SpamCombat

To install SpamCombat:

1. Create a temp directory on your hard drive.
2. Unzip spamcombat.zip to this directory.

3. Run the spamcombat_setup.exe file.

4. Follow the steps of the setup guide.

To uninstall SpamCombat:
Choose Uninstall from the SpamCombat program group. Or:

1. Open the Control Panel (under the Start menu choose Settings ->
Control Panel).

2. Double-click on Add/Remove Programs icon.

3. Search in the list for G-Lock SpamCombat and double-click on it.

» Tip: If the above procedures do not uninstall SpamCombat, do this:
click Start -> Run, type 'regedit' and click OK. You will see the Registry
Editor. Search for SpamCombat registry and delete it
(HKEY_CURRENT_USER\Software\G-Lock Software\SpamCombat).
Then delete manually the directory, to which the SpamCombat was
installed. This will remove the SpamCombat from your PC completely.
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How to Backup and Restore Profile

G-Lock SpamCombat provides you with a quick and easy way to backup
and restore your profile (accounts and filters settings). It is very useful
option if you would like to move the program on another computer or
simply re-install it. You can save a backup of all your data and restore it
in the new program installation at any time.

To backup the profile:

1. Click on File menu.

2. Select Backup Profile.

3. Specify the file on the disk to save a backup.
4. Click Backup.

5. Click Close when finished.

To restore the profile:

1. Click on File menu.

2. Select Restore Profile.

3. Specify the file on the disk with the data backup.
4. Click Restore.

5. Click Close when finished.

» Important! The Restore operation has no Undo option. If you use the
Restore operation, your current workplace in G-Lock SpamCombat will
be overwritten by the data from backup.
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SpamCombat Overview

Program toolbar:

©
o

© & |

<

2 |8

&

Start - start retrieving emails from the mail server

Pause - pause the program. When SpamCombat is paused, you can
edit the filters as you like. When you re-start the program, it will
continue processing emails using the updated filters.

Stop - stop retrieving emails from the mail server
Delete - delete selected emails from the mail server

Settings - configure SpamCombat settings

Launch Email Client - open your email client

Clear MessageID Cache - remove the messages ID from the
program's cache. To avoid processing the same email twice, the

program saves the ID of processed messages to its internal cache. To

reprocess the same emails, clear the message cache before you click

Cenaesr 1—\114-4-1\1‘\

View/Hide Left Pane - view/hide the program's left pane

View/Hide Top Accounts Pane - view/hide the accounts statistics

Toggle Sound On/Off - switch on/off a sound notification when new

good or unknown messages arrive

Filters - add and edit the filters: Complex Filters, Whitelist, Blacklist,

HTML Validator, DNSBL and Bayesian filter

Statistics - view the SpamCombeat statistics

Deleted Items - show deleted messages

€ [© ¢

Help - bring up the SpamCombat guide
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The program main window is separated into two panes. At the left pane
are the SpamCombat's filters: Complex Filter, White List, Black List,
HTML Validator, Bayesian Filter, and DNSBL Filter. There is the
Accounts section too.

File Edit W%jew Help

B0 R Filters
M % Complex Filkers

M & Wwhite List

M g Black List

i) HTML Yalidator

) Bayezian Filker

™ 3 DNSBL Filer
"EIM% Accounts l

You can hide the left pane if you want more space for viewing the emails.

To hide the program's left pane, click @ View/hide Left Pane button on
the Toolbar.

Filters

SpamCombat is provided with a set of powerful filters to block spam
emails from slipping into your Inbox.

Complex Filter lets you write a script using a wide range of functions,
procedures, and operators to filter your incoming emails and classify them
as spam and clean.

Whitelist allows the SpamCombat to automatically classify the emails as
good.

12
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Blacklist stands opposite the Whitelist. All the emails that come under
any of the Blacklist conditions are automatically marked as spam.

HTML Validator parses the HTML part of the incoming email and checks
the HTML tags for validity. If a number of dubious HTML tags are found,
the message is considered spam.

Bayesian filter is the most powerful filter that allows catching up to
99.5% of spam emails basing on the analysis of the message content and
mathematical calculation of spam.

DNSBL filter consists in comparing the sender's IP address against Public
Blacklists. If the IP address is listed within a spam database, the email is
flagged as spam.

Accounts
In the Accounts section you can manage your accounts. Click the right

mouse button and select the appropriate option from the popup menu to
add, import, edit, or delete an account.

=%_.-'.7.'. Accounts
_____ O ®nco..
: i Edit Filter

i Add Mewe Account

~ Import Email Account{s)

O

O Edit Account [:
Delete Account

To change the order of the accounts, select an account, then hold down
Ctrl button on the keyboard and use the buttons with up and down
arrows to move the account up or down.
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The right pane is separated into 3 screens.

The top screen shows the accounts statistics. The arrow at the left of the
Accounts pane indicates the account that is currently in focus. If you
click the right mouse button, you can choose the option to either edit or
delete the appropriate account:

ccoun 1ot Matkealetvecei[Soue 3 Trol Sz Lot Checked__ IFound Spon

G-Lock 0 Mo messages 0.00 kb | 14642004 2:1 700 P

L3 Spam mmm Mo meszages 000 kEb|5/ .-__.- Edit Accounk
Tuthd ail 2 0K 1234 kKb | 1/16 R 1
Mewubd il 5 5 0K 8236 kb |1/1E 0

Account - account name

Total # of Messages - total of emails on the account

Marked - number of emails flagged as spam

Retrieved Headers - number of message headers retrieved from the mail
server

Status - current account status

Total Size - total size of all the emails from the account

Last Checked - date and time when the account was last checked

Found Spam - number of emails SpamCombat classified as spam

To hide the top screen, click @ View/Hide Accounts Pane button on the
program's Toolbar. Or, select View/Hide Accounts Pane option under
View menu.

The grid shows you incoming emails and their details. The arrow at the
left of the pane indicates the message that is currently in focus:

Status 7 E[country_Ed|Account Ed]Size _Ed|From Ed|Subiect E|Date K

[T U:Bayesian: 50 United States | Tuthd ail FEAER "TUT.B...| Mobile Offi... | 124301839
bV 5% S Dubious HTH... | United States | Tuthail 4 B9 Kb "BASH.. 14.11.2002 1141342003
[Tl % M: Bavesian: O Canada I et ail 13.08 kb "ACD 5. |IZone Web... | 11413/2003 ..
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The icons legend:

v email is resolved as normal (IN)
% email is resolved as Spam (S)

? email is flagged as unknown (U). Though it passed through the filters,
the email was not resolved because the Bayesian filter is not trained.
Click either Mark as Spam or Mark as Good button to categorize the
email

? email is not resolved because of a bad Internet connection (message
header is empty). Such emails should be re-scanned

~ email has not enough significant words to be processed by the Bayesian
filter. Such emails should be either whitelisted, or blacklisted

At the bottom of the grid there is a range of useful buttons:

IRl AL

Lo i i A T allows yvou to build
your own filter far easy .
search records within the grid

goto bookrmark
save bookrmark

brings yvou to the last record in the grid

brings yvou to the next page of the grid

brings vou to the next record in the grid

brings vou to the prior recard in the grid

brings vou to the prior page of the grid (if
there are a few pages)

brings vou to the first record in the grid

You can also use the Message Control toolbar to work with incoming
messages:

¥ Mark Message as Clean
% Mark Message as SPAM
% Add to White List

% Add to Black List

15
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& Block emails by Origin Country

£ Unblock emails by Origin Country

@ View HTML/Message Source/Decoded Message

%@ View/Hide Message Header

@ View/Hide Interesting Words (used by the Bayesian filter)

Most of the above options are also available from the popup menu if you

click the right mouse button on the selected record within the grid:

E[County  HElStaws  Ed|Messa
[ %% Canada 5: Bayesian: 100 [cached]
9 — _:. _E___|__ e O ompimmi s o | -
W %2 Cand E& Mark Message as Clean Ctrl+C
W 5% Cang 5% Mark Message as SPAM Ctrl+x
g§ E::: é,_% Block emails by Qrigin Country
B & Unitd @ LUnblods emails by Crigin Country :=mt words [...
W 3¢ Cang Chedk All with the same...
g§ Eane @ Chedk Selected
ram
52 Cand B4 Check Al
Mg Eﬂﬂfl Uncheck All with the same. .. To |
EE@ Lang % Uncheck Selected From !
& ritg
@ Unchedk All Subject i
W] %2 Cang |
M 2 Units Deletion mode: Mave to Trash Country
% e Uit Deletion mode: Delete Permanently Ant wards [...
%2 Cang
[ @ Unig %" Delete Selected Messages from Server ——
=X T - . e

From the SpamCombat main window you can easily switch on the
accounts auto-check mode. Just click Start Timer button next to the
clock. The countdown starts and SpamCombat will retrieve your
incoming emails every period of time specified in the Automation
Settings. If you delete emails from the server while the timer goes, the
countdown is not restarted but continued till the next accounts auto-

check.

To pause the timer, click Pause Timer.
To resume, click Start Timer button.
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To disable the accounts auto-check mode, click Stop Timer.

> Il m |

Skop Tirmer g

Settings

At the bottom screen you can preview your incoming emails. The
following message preview formats are available: HTML, message source
(RAW message code), and decoded message (message body).

To switch between the message preview formats, click = View
HTML/Message Source/Decoded Message button. The HTML preview is
absolutely safe. No pictures are actually downloaded; no hidden scripts or
codes are executed. You can see only a picture frames in the preview
screen. If you put the cursor to the picture frame, at the bottom of the
SpamCombat main screen you will see the URL of this picture and the
URL the picture includes (if there is any URL). If you click the right
mouse button on the picture frame, you can either open the picture with
your browser, or copy the URL the picture includes to the clipboard, or
open this URL with your Internet browser.

17
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B2 85I
Field B|value |

From: "lad" <"lad_gotow
Subject; G-Lock SpamComb:

* | v [Field = From:] or [Field = Subject:]

4

G-Lock SpamCombat - remowe sparm fram ya
sparm technologies

L Copy indowes 98/Me/M
Copy Link ko Clipboard
Cpen Link in Browser
G Show Image in Browser tering software th
in ' es a powerful s
filf Select Al pam emails end

To show/hide the message header, click @ View/Hide Message Header
button. You can select any field from the message header to whitelist or
blacklist the email by this field. Select the appropriate string, click the
right mouse button and select Add to White List or Add to Black List
option.

el 885 RE

Message Header

Field Ed

[ 3 '_:||J|:IjE=I:t: Brnald RBeaanan an Fhe |1 S Nime cnin?
From: | AddtoWhite List  Shift+Chel+

|5 AddtoBlacklist  Shift+Ctr+B |

4] Add Domain bo White List
@ Add Darnain ko Black Lisk

> v (Fig
‘. Copy
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Quick Startup

Important! Run SpamCombat before you receive the emails with your
email client. After SpamCombat deletes all unwanted emails from the
server, you can safely run your email client to receive only good emails.

Creating Account

To get SpamCombat working, you need to setup an account, from which
you will retrieve incoming emails. This account is already created in the
SpamCombat Accounts section. You only need to fill in the required
fields. To do this, click the right mouse button on the default account in
the Accounts section and select Edit Account:

= Accounts

i) E] . My POP2 Account

Add Mewe Account

Import Email Accountis)

Edit Account

Delete Account L"E
—

On Edit Account screen enter a display name for your account (any name
you want), server name, port number, your account name, and password.
You can pick up the server name, account name and password from the
settings in your regular email client. Look for something like Incoming
Mail Server. If you are not able to find this information then you’ll need
to ask your Internet Server Provider (ISP).

If you work with an IMAP account, check IMAP Account checkbox and
fill the required fields in. If you have an account that uses SSL, check Use
secure connection (SSL) checkbox and fill the required fields in.

It is a good idea to test your account before you save it. To do this, click

19
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Test button. If the test is OK, click OK to save the account settings.

Edit Account

General | Advanced

Dizplay M ame:

| by Account

[]IMaP sccount |Jze zecure connection [S5L]
Process Seen messages Process Flagoed meszages
Frocess meszages received within the last |1 % daylz]

Incoming b ail Server [POPS or IMAP]: Part;

|‘Y|:|ur SEMER | |11EI |

Account Mame: Pazsward:

|Yuuraccuuntname | |“°’“’“""“"‘"‘" |

[ ] Log on using Secure Password Authentication

[] Usze safe deletion maode

’ ok ] ’ LCancel ] ’ Help

Retrieving Emails

Make sure that the checkbox next to your account in the Accounts

section is checked and click ‘@ Start button on the Toolbar to start
retrieving messages. You will see your incoming emails and their details
on the screen.

Status 7 B country B3 |Account B3 |Size E3 | From B3 | Subject B3 | Date E3
7 U:Bayesian: 50 United States | Tuthdall 7B kD "TUT.B...| Maobile Offi... | 12/30/1899

bV 52 S Dubious HTM... | United States | Tuthai 4 B9kb "RaSk... 14112003 (11132003 ..
[C] % M: Bayesian: 0 Canada I et ail 19.08 Kb "ACD 5. |IZone Web. | 114342003 .
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The icons legend:

¥ email is resolved as OK
% email is resolved as Spam
email is flagged as unknown. Click either Mark as Spam or Mark as

Good button to categorize the email

? email is not resolved because of a bad Internet connection (message
header is empty). Click Start button to reprocess such emails

~ email has not enough significant words to be processed by the Bayesian
filter. Add such emails either to Whitelist, or Blacklist

Training SpamCombat

To get the best performance of the program, you should train
SpamCombat to classify your emails to spam and good. When the emails
are retrieved, check whether they are properly categorized, i.e. whether
% emails are really spam and v emails are really clean. If not, you should
re-classify them by yourself. To do this, use % Mark Message as Spam and
¥ Mark Message as Clean buttons on the Message Control Toolbar under
the grid. The program learns from its mistakes and the next time the
emails will be marked properly. Also categorize by yourself the emails
with ? icon. The Bayesian filter learns from these emails as well.

Attention! Training applies to the Bayesian filter only. If an email was
wrongly classified as spam or good by any other filter such as Complex
Filter, Blacklist, Whitelist, HTML Validator, or DNSBL, there is no sense
to re-classify this email. In this case, just edit or de-activate the
appropriate filter.

The emails flagged by # icon should be either whitelisted, or blacklisted.
A green question mark ? means that the email could not be resolved as
good or spam because of a glitch with the Internet connection. You
should just re-process such messages some time later.
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SpamCombat deletes from the server only those emails, which have the
checkbox in the Status checked. Make sure the checkboxes are checked

for all spam messages. Then click w Delete on the Toolbar to delete
spam emails from the server.

Now you can safely run your email client to pull down the messages you
really want to read. However, if it happens that a good email was deleted
and moved to the SpamCombat trash, the program provides you with the
ability to recover this email. See Recovering Deleted Emails.

Most users will be happy with the default settings. But SpamCombat is
very configurable and you can customize it as you like.

You may want to examine a graphical scheme that shows how
SpamCombat works. This scheme was gratefully provided by the
SpamCombat user Dilson Cardoso.

Legend:

Complex - Complex Filter

WL - Whitelist

BL - Blacklist

HTML - HTML Validator

DNSBL - DNSBL filter

Words - number of significant words in the email
Bayes — Bayesian Filter

22
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False
Positive

V Mark (0B S00d Spam @FP ¥ Mark
Clean I =0y Spam
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Account Settings

General Settings

You can add more accounts only in the registered version of
SpamCombat!

To create an account, click the right mouse button on the Accounts area
and select Add New Account. Or, click File -> Add New Account.

- G-Lock SpamCombat

BB edie view Help
: | Add Mew Account E

Import Email Account(s)

: Edit Account l

1 Delete Account —

W2 Clear MessagelD Cache

Start Internal Mail Server

E % Settings l
Backup Profile
Restore Profile

Exit

Fill in the required fields:

Display Name - name for your account.

Incoming Mail Server (POP3 or IMAP) - in most cases, the only time
you've ever dealt with the Incoming Mail Server was when you setup
your email client. So, your email client is where we’ll start our search. At
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the bottom of this topic we give the instructions how to retrieve the
Incoming Mail Server information from the most popular email clients. If
your email client is not listed then you’ll need to check the settings of
your email client looking for something that either says Incoming Mail
Server, POP3 Mail Server, or, simply, POP3 Server. If you are not able to
find this information then you’ll need to ask your Internet Server
Provider (ISP). Below we also included a list of popular ISPs with their
Incoming Mail Servers.

Account Name and Password - most of the time your password is not
explicitly shown in your email client. It is usually hidden under * or
similar characters. The Account Name is usually the first part of your
email address. For example, if your email address is john.smith@hms.com
then your account name is usually john.smith. However, if you do not
know either of these values then you will need to contact your ISP to get

them.

Important! You can leave Password empty when you setup an account. If
there is no password provided, the program asks you for a password when
it connects to the server. The password is remembered only for the
current session. This option is very useful if you run the SpamCombat on
a shared computer and are concerned about your privacy. Leaving the
Password field blank you can be sure that no third party user can access
your incoming emails. If you entered a wrong password and the program
remembered it, open the Accounts settings and click OK. This will
change a wrong password to “none”. If you minimize the SpamCombat to
the system tray, the password is saved. If you exit the program, the
password is lost. If you check Save Password option, the password is
remembered whenever you open the SpamCombat.

If you work with an IMAP account, check IMAP Account checkbox,
enter your IMAP server name, IMAP server port (usually 143), account

name and password. If you want SpamCombat to process already viewed
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messages from your IMAP account, check Process Seen Messages option.
To process flagged messages, check Process Flagged Messages option. If
both options are disabled, the program retrieves and processes only NEW
messages from your IMAP account.

To process only the emails you received within the last xx days, check
Process messages received within the last xx days option and enter the
number of days.

If you have an account that uses SSL, check Use secure connection (SSL)
checkbox and fill the required fields in.

It is a good idea to test your account before saving it. To do this, click Test
button. If the test is OK, click OK to save the account settings.

General | Advanced

Digplay Mame:

[]IMAP Account IJze secure connection (S50
Frocess Seen meszages Froces: Flagged meszages
Process messages received within the last |1 ::: day(z]

Incoming Mail Server [POP3 or IMAP]: Pt
110
Account Marme: Pagzsword:

[] Log on using Secure Pazsword Authentication

Cancel ] ’ Help
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Additional options:

Log on using Secure Password Authentication - specifies that you can use
Secure Password Authentication to log on to this server. If you select this
option, you might be prompted to log on when you connect to this server.
If you are prompted for a user name and password, this account
information is usually supplied by the Internet service or content
provider when you sign up for their service.

Use safe deletion mode - check this option if SpamCombat deletes wrong
emails from the server. When you use safe deletion mode, SpamCombat
compares the headers of all the emails on the server to the headers of the
emails you checked for deletion to ensure right messages are being

deleted.

Before you save the account settings, it is a good idea to test whether they
are correct. Click Test and check the records that appear in the empty
screen. If everything is OK, click OK to save the account settings. You
can create as many POP3 accounts as you want.

To edit an account, select Edit Account from the popup menu.

To delete an account, select Delete Account from the popup menu.

Common Email Clients

Below is a list of common email clients and the steps within each to
extract the Incoming Mail Server. If you not are using one of these
applications and are not able to find the information your are looking
within your email client then you can either 1) check the list of common
Internet Service Providers (ISPs) provided at the bottom of this topic to
see if your ISP and its settings are listed or 2) contact your ISP directly.
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Outlook Express
Click on the Tools menu
Click on the Accounts menu item
Click on the Mail tab
Select the desired account
Click the Properties button
Click the Servers tab

Record the value next to Incoming mail (POP3)

Eudora
Click on the Tools menu
Click on the Options menu item
In the categories bar, click on Checking Mail

Record the value next to Mail Server

Outlook 2002/XP
Click on the Tools menu
Click on the E-mail Accounts menu item
Select the View or Change existing e-mail accounts
Click the Next button
Select the desired account
Click on the Change button

Record the value next to Incoming mail server (POP3)

IncrediMail
Click on the Tools menu
Click on the Accounts menu item
Select the desired account
Click on the Properties button
Click on the Servers tab
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Record the value next to Incoming mail server

Outlook 98/2000
Click on the Tools menu
Click on the Accounts menu item
Click on the Mail tab
Select the desired account
Click on the Properties button
Click on the Servers tab

Record the value next to Incoming mail (POP3)

NetScape 4
Click the Edit menu
Click the Preferences menu item
Expand Mail & Newsgroups by clicking the ‘plus symbol’
Click Mail Servers
Select the desired Incoming Mail Server
Click Edit

Record the value next to Server Name

NetScape Mail 6
Click the Tasks menu
Click Mail and Newsgroups
Click the Edit menu
Click the Mail and Newsgroups Settings menu item

Click on Server under your account name in the list on the left
(indented)

Record the value next to Server Name for the Incoming mail server
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Common Internet Service Providers

ISP

AT&T Broadband
AT&T Worldnet*
Bell South
BestWeb
BlueLight
Cablevision
Charter
Compuserve
Covad

Cox

CySpace City
EarthLink
GreaterBayNet
Intra-Connect
Interfold
Leapfrog Internet
LocalNet
MindSpring (EarthLink)

Monster ISP

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.

Incoming Mail Server
mail.attbi.com
ipostoffice.worldnet.att.net
check with your Bell South
pop.bestweb.net
pop.myBlueLight.com
mail.optonline.net
pop.charter.net
pop.compuserver.com
pop3.covad.net

check with your Cox
mail.cyspacecity.net
pop.earthlink.net
pop.greaterbaynet.com
mail.intra-connect.net
mail.interfold.com
mail.leapmail.net
mail.localnet.com
pop.mindspring.com

mail.vcmails.com
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NCCW Online mail.nccw.net

NetZero pop.netzero.com

PeoplePC mail.peoplepc.com

Prodigy pop.prodigy.net

Qwest check with your Qwest

RCN pop.rcn.com

RoadRunner check with your RoadRunner
SBC check with your SBC

SkyPoint Communications popmail.skypoint.com

T-Online.de securepop.t-online.de
Verizon incoming.verizon.net
Videotron pop.videotron.ca
Vision ISP pop.vision-isp.com
Volaris (EarthLink) mail.vol.com
WebConnects mail.wcox.com
Yahoo! Mail pop.mail.yahoo.com

* AT&T Worldnet requires that the Incoming Mail Server Port be set to
995.
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Advanced Settings

Here you can specify advanced settings for your account:

Add New Account

General Advanced

Enable autodeleting emailz in Spam Trap mode

Deletion mode

() Move ta trash
() Delete permanently

Froceszzing mode
Enable Comples filker
Enable Black list
Enable HTML Y alidator
Enable DMSEBL filter

[ ] Skip statistics for this account

Start proceszing framm: 'I_- = | message
I ok M’ LCancel ” Help ]

Spam Trap Account - if you check this option, all the emails you receive
on this account are automatically classified as spam. A spamtrap is an
email address used to catch spammers, as nobody should be sending email
to it - as it's never used. The spam trap account has a red icon in the
Accounts section:

='T: Accounts

M I Spam
M D Glock a3

Enable autodeleting emails in Spam Trap mode - check this option if you

want the emails that come to the SpamTrap account to be automatically
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deleted.

Select a deletion mode for the emails you receive on the SpamTrap
account:

Move to trash - spam emails are deleted from the server and moved to
Deleted Items folder (saved to the disk)

Delete permanently - spam emails are deleted from the server without
being saved to the disk

Select processing mode for the emails you receive on the SpamTrap
account. There are four checkboxes:

Enable Complex filter
Enable Blacklist

Enable HTML Validator
Enable DNSBL filter

If you uncheck all the checkboxes, the Bayesian filter learns from ALL
the messages you receive on the Spam Trap account while other filters are
turned off. Or, you can activate any filter(s) and the Bayesian filter will
learn only from the emails that were not caught by the selected filter(s).

Skip statistics for this account - if you check this option, the appropriate
account ill not be included in the SpamCombat statistics.

Start processing from xx message - here you can specify the message#
from which the SpamCombat will start processing emails. This option
allows skipping first xx messages and start processing from the next
message. Example: you have 150 emails on your POP3 account at the
moment. You know that first 100 emails are good and you need to process

only the last 50 messages. To do this, you enter 101 in this box and the
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SpamCombat skips the first 100 emails and starts retrieving from the 101
message. When you exit the program, the message number is
remembered.

Importing Accounts

For your convenience and saving time you can import the account
information from your regular email client. SpamCombat supports import
of POP3/IMAP accounts from MS Outlook 2000, Outlook Express,
Qualcomm Fudora, Opera 7, Mozilla Thunderbird, and Mozilla Mail.

To import an account, click on File menu and select Import Email
Account(s)

" G-Lock SpamCombat

! Eile | Edit View Help

L
I Add Mew Account i

Import Email Account{s)

Edit Account

Delete Account

E@ Clear MessageID Cache

n Start Internal Mail Server I

i Tﬁ'ﬂ: Settings

Backup Profile
Restore Profile

8 Exit -

- ™

Select an email client to import the account from. Click Next.
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Import Email Account(s)

Impart accounts from

| News | | Close || Hep |

You will see a list of POP3/IMAP accounts in your email client. All the
accounts are selected by default. Just uncheck the account(s) you do not
want to import into SpamCombat.

Import Email Accountis) [Z|

Select Account(z) pau want to impart;

Account name b ail zerver Type
M MNew Mail pop. newmnail. i POP3
M Tut Mail mail.tut. by POP3
M Glocksaft rnail. nt-biozking. [MAF
) Spamill pop. hewmail.iu FOP3

’ ¢ Previous ] | Apply | ’ Cloze ] ’ Help
Click Apply.

The imported account(s) appear in the Accounts section at the left pane of
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the program's main screen. Double click the mouse on the account to
view the account details. Incoming Mail Server (POP3 or IMAP), Port,
Account Name, and User Name are automatically filled in. You only have
to type your password for the appropriate account. To test the account,
click Test. You can also leave Password field empty. If no password is
provided for the appropriate account, SpamCombat asks for a password
when connecting to the server.
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SpamCombat Settings

General Settings

To configure the General settings of SpamCombat, click i Settings
button on the Toolbar and then click General tab.

raIE Automation | Hat Keys | Intemmal Mail Server | Color Theme

Bun program at windows startup

Check accountz at gtartup

[]Check accounts at resuming after suspension [Hibemate mode)
Minimize to system tray

Enable extended hint in syztem trap

Rurn program minimized

[]Usze rollover toaltips

Azl confirmation when deleting emailz from rash folder

POF3/MAR zerver settings

Timeout 93 - | sec
Threads 11 —
Retrieve 93 = | first lingz fram message body

| ok || Caneel || Hep |

Run program at windows startup - check this option if you want the
program to be run just at Windows startup.

Check accounts at startup. Startup Delay xx sec - check this option if you
want the program to start retrieving the emails just at startup. Set the
delay in seconds.

Check accounts at resuming after suspension (Hibernate mode) - when
this option is checked, the program automatically starts retrieving the
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emails as soon as the computer is brought out from hibernation.

Minimize to system tray - when this option is checked, the program
minimizes to system tray after you close it.

Enable extended hint in system tray - when this option is checked, the
program displays the lite screen if you put the mouse in the icon in the
system tray. See also Working with SpamCombat in System Tray

Run Program Minimized - when this option is checked, the program
minimizes to the system tray as soon as you open it.

Use rollover tooltips - if this option is checked, a hint comes up when you
point the mouse on the record within the grid if the record is not entirely
visible.

Ask confirmation when deleting emails from trash folder - if you check
this option, you will have to confirm that you want to permanently delete
the messages from the SpamCombat trash bin.

POP3/IMAP Server Settings

Timeout - time limit used by the program to connect to the POP3 server.

Threads - number of POP3 accounts the program connects to at the same
time.

Retrieve XX first lines from message body - shows how many lines from
the message body SpamCombat must retrieve to resolve the message as
good or spam. The attachments are not shown if the message had a big
size and was not entirely retrieved. The ability to show the email
attachment is mostly aimed to block virus messages that usually have a
small size.
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Automation Settings

You can setup SpamCombat to automatically check your accounts for
incoming emails every period of time and delete spam messages. To do
this, click Settings button on the Toolbar and then click Automation tab.

Settings ﬁ|

General Automation | Hot Keyz | Internal Mail Server | Color Theme

Autocheck accounts every 25 mir

Y
v

[#]Enable autodeleting spam emails

Store deleted meszagels) for 3 days

Play zound when new good or unknown messages arrve

D:hG-Locksa-Lock SpamCombatySoundbemail way [ Browse. . ] [ Test ]
Autalaunch email client Outlook, Express L
C:AProgram Filez\Outlook Expreszhmsimn. exe [ Browse. . ] [ Test ]

Select folder to stare deleted items:

DG -LockiG L ook SpanbombalProfiessDelaulD elatads

) T

Autocheck accounts every xx min - if you check this option, the program
will automatically check your accounts for incoming emails every xx min.

Enable autodeleting spam emails - if you check this option, spam emails
are automatically deleted from the mail server and saved to Deleted Items
folder in SpamCombat. ATTENTION! It is not recommended that you
select this option without training SpamCombat as there is a chance that
good emails will be moved to Deleted Items folder.

Store deleted message(s) for xx days - shows for how many days deleted
emails will be stored on the disk. When xx days since the message had
been removed from the server pass, the message is automatically deleted

from the disk.
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Play sound when new good or unknown messages arrive - check this
option to receive a sound notification every time a new good or unknown
message arrives. If a spam email or an email with "Cached" status is
received, the sound does not play. You can either use a default sound file
provided with SpamCombat, or select a different sound file on your HDD.
To test how the file plays, click Test.

Autolaunch Email Client - if you check this option, your default email
client will be automatically opened as soon as spam emails are deleted
from the server. Select your email client from the drop down box. If you
have an email program other than Hotmail, MS Outlook, or Outlook
Express, select Other and specify a full path to it using Browse button.
IMPORTANT! If auto-deletion mode is ON, the email client
automatically opens after spam emails are deleted from the server. If
auto-deletion mode is OFF, the email client is automatically launched
after you manually delete spam emails. You can also open your email

client if you click @ Launch Email Client button on the Toolbar.

Select folder to store deleted items - here you can select a folder on your
HDD to store deleted emails.
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Hot Keys Configuration

Here you can set the keys that control most important SpamCombat
functions. To assign a hot key to an operation, put the cursor to the
appropriate field and press the desired key on the keyboard. When you're
finished, click OK to save your hot key combinations. The Hot Keys
combinations function only if SpamCombat is maximized, i.e. displayed as
a full screen. When the program is minimized, you can use Bring to Front
hot key to maximize it. Using the hot key combination ALT+any
character is not recommended as ALT is used to work with menus in the
programs.

Here are 2 examples of the hot key combinations with ALT where:

Alt+W is NOT working
Shift+Alt+B is working

X

Settings

Mark Meszage az SPAM: Shift+Ctr+5
Mark Meszage az Clean: Shift+Chrl+C
Add Header Field to'white List: | Shift+Chrl+iad
Add Header Field to Black List: | Shift+Crl+B

Delete Message(s) from Server. | Chil+Del

Launch Email Client: Al+E
Check Accounts Maw: Chrl+slt+C
Bring ta Front: Shift+Ctrl+L

ok || cancel |[ Hep
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Internal Mail Server

The SpamCombat Internal Mail Server allows you to recover an email
from the Deleted Items folder and receive it with your email client.
SpamCombat has the Internal Mail Server settings pre-setup: Account
Name - SpamCombat, password - SpamCombat, and port - 110. You can
either use these default parameters to create an account in your email
client, or you can change the default account name and password to your
OWN.

= Note:
As a server name in your email client you can use either your
computer name or 'localhost’. You can easily find your computer
name by clicking Test in the Internal Mail Server settings. You will
see the records like this if all is OK:
+OK G-Lock SpamCombat POP3 server
+OK Proceed with PASS command.
+OK Vlad44 Welcome SpamCombat, 0 messages (0 octets)
+OK Vlad44 Bye.
ik (Y|
Where Vlad44 happens to be the machine name in this case.
Don't forget that there's no SMTP server provided by SpamCombat,
so you'll have to use your ISP SMTP server if it's not already
configured as such.

To open the Internal Mail Server settings, click Settings button on the
Toolbar and then click Internal Mail Server tab.
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Settings

x]

General | Automation | Hot Keps  Internal Mail Server | Colar Theme

Account Mame: SpamCombat
PaSSWDrd xxxxxxxxxx
Part: 110

+0F. G-Lock SpamCambat POP3 server ] m
+0F, Proceed with PASS command. -
+0F %lad44 ‘wWelcome SpamCombat, 3 meszages 155059 octetz]

+0F *lad44 Bye.
EEH I:IK_ EX 4+

[ ] Rur irternal mail server. if Recoverable MailBox containg items
[] Stap internal mail server, if Recoverable MaiB ox iz empty

[ ] Bur internal mail server at progran startup

)

If you changed the account name and/or password, it is a good idea to test
whether they are correct. Click Test and check the records that appear in
the empty screen. If everything is OK, click OK to save your settings.

Run Internal Mail Server if Recoverable mailbox contains items - when
this option is checked, the Internal Mail Server starts as soon as an email
is moved to the Recoverable mailbox.

Stop Internal Mail Server if Recoverable mailbox is empty - when this
option is checked, the Internal Mail Server stops as soon as the
Recoverable mailbox empties.

Run internal mail server at program startup - when this option is
checked, the Internal Mail Server will automatically start at the program
startup.

To start the SpamCombat Internal Mail Server, click File and select Start
Internal Mail Server.
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" G-Lock SpamCombat
{ Fle | Edit View Help

Add Mew Account
Impart Email Account{s)

Edit Account
Delete Account

Clear MessagelD Cache

Start Internal Mail Server

Settings

Backup Profie
Restore Profile

Exit

When the Internal Mail Server is started, you can see the & icon at the
left bottom corner of the SpamCombat screen. To stop the Internal Mail
Server, click on the icon and select the appropriate menu.

I — A

Stop Internal Mail Server
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Color Theme and Font Size

For your convenience you can let the SpamCombat show the emails by

different colors according to how they are classified.

To adjust Color Theme settings, click Settings button on the Toolbar and

then click Color Theme tab.
Check Mark messages by different colors option.
To change the color, click Color button.

To change the font, click Font button.

When you finished, click OK to save the settings.

Settings [g

“white List
Black List

HTML Validator

| DNSEL Filter

B ayezian Marmal

B apezian SPAM

B avesian Unknown

Comples Filker Good
Comple Filter SPAM

Mone: Select a sting to change caolar ar font

|

You can also customize the color and appearance of the SpamCombat

interface. To change the color theme of the program's main screen, click

View menu, then click Color Theme and select the color.
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* G-Lock SpamCombat

Yiew Message Header =R @:,‘
- i T T
‘t} Wiews Interesting Words

T Wiew Left Pane m Total of Mej

@ % fl‘:- View Top Accounts Pane EME"'
i
@ E Text Size L
ock
A ToolBar Stvle 3 :1.ail
™
W Color Theme ]

) B apezian Filker

2.} Accounts

You can also change the font of the SpamCombat interface. To change the
font, click View and select Text Size -> Larger, Medium, Small.

" G-Lock SpamCombat

File Edit | Wiew | Help

‘_15‘ Wiews Message Header B & @f
. T2 Wiew Inkeresting Words e
EI'T& Yiew Left Pane m
fl‘) Wiew Top &ccounts Pane e
Text Size r Larger

ToolBar Skyle b Medium[ |
Srmall [

T
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Customizing Menus and Toolbars

You can customize the SpamCombat toolbars yourself. You can add and
remove buttons on toolbars, create your own custom toolbars, hide or
display toolbars, and move toolbars.

Showing/Hiding Toolbars

You can show/hide the main program Toolbar, Message Control Toolbar
and Timer Toolbar. But you can't hide the top menu bar.

Click the right mouse button on a toolbar and check/uncheck the
checkbox next to the toolbar you want to show/hide.

! Fle Edit Yiew Help

@) v Message Control
Timer N

ToolBar

[ 1]

| Animation

Customize. ..

Customizing Toolbars

You can customize the main program Toolbar, and the Message Control
Toolbar.

To add buttons to the toolbar:

1. Open the Customize screen

2. Click the Commands tab on the Customize screen.

3. Select a command category in the Categories frame.

4. Select a command in the Commands frame and drag it to the toolbar
where you want the button to be.
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Customize |X|

Toolbars | Commands | Options

Cateqgoties: Commands:
r;'!;assage G ‘@ Check Scoount{s) Mow Elﬁ
ile
Edit @ Stop
View =
Timer == Delete Checked Messages fro
-
Setkings
Menu — ﬁ E B
Help |% Launch Email Client |
&5 Statistics by

Z Y relekod Thaes- z

Descripkion
[ Close ” Help

To remove buttons from the toolbar:

1. Open the Customize screen
2. Click the Commands tab on the Customize screen.

3. Select a button on the toolbar and drag it to the Commands frame.

To restore the toolbar:

1. Open the Customize screen
2. Click the Toolbars tab on the Customize screen.
3. Select a toolbar you want to restore and click Reset button.
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Customize | X |

Toolbars | Commands | Optians |
Toolbars:
B Yessage Contral Mew, ..
[v Tirner
[v ToolBar Rename. ..
[+ Menu
[v Animation Delete

| Reset, ..

[ Close ” Help ]

To customize the Message Control toolbar, you can click More Buttons at

the end of the toolbar and then click Add or Remove Buttons:

e DRI

add or Remave Buttons ~ | MM

Fold |

V]2
[]52

Mark Message as Clean

Mark Message as SPAM

| 50 Addto white List .

& Add to Black List 63

E;s Vigw HTMLMessage Source/Decoded Message
‘?15 Wiew Message Header

a}& Wiew Inkeresting Words

Reset Toolbar

Cuskomize. ..

To hide a button from the toolbar, uncheck the checkbox next to the

button.

To show a button on the toolbar, check the checkbox next to the button.

To restore the toolbar, click Reset Toolbar.

To add more buttons to the standard Message Control toolbar, click

Customize...
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Moving Toolbars

You can move the top menu bar as well as the main program Toolbar,
Message Control, and Timer Toolbars to position them at the place on the
SpamCombat main screen that is most convenient for you. To move a
toolbar, drag and drop it where you want it to be.

Canld

?'i'essage Control - X
wiselw PRI

* v [Field LIKE Subject:] ar [Fiel

Changing Toolbar Style

To change the style of the SpamCombat toolbars, click View on the menu

bar and select Toolbar Style. Then select a style to show the toolbars:
Standard, Office 11, Flat, or XP.

‘' G-Lock SpamCombat

. File Edit BAEES Help

. -‘:jz}'-.-'iew Message Header ';5_ ﬁ §

} Wiews Interesting Words L L

Eu'ts Wiew Left Pane PM

i) ﬁ Wieww Top Accounts Pane Mo messages

Mo meszages
Text Size » Ok

ToolBar Style Standard -

G

Color Theme » I

e " " e L | - Flat -l
_ i Bayesian Fiter 2 @l e E
B.] Accounts

[ % Nwermecsrrems3
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Customizing Message Preview Screen

The SpamCombat Message Preview screen consists of three dock panels:
Message Header, Message (or message body), and Interesting Words.
The default layout of the dock panels is as follows:

Message Header = |Interesting Words q =

Fitd | S - | - oo

impatence ratio:S0

Content-Type; mulkipartfalkernative; boundary="----=_Nex ceeh ratio:s0
Received: from compuserye, com (unverified [31.56.2.¢ biz ratic: 100
From: Tokugez <tokugez@netsiam. com= generic ratio: S0
. S . viagra rakio: 50

Reply-To: Sivalyj =sivalj@ticFan, com = made ratio:si
¥-G3C-5Stakus; 5: BlackLisk: Online Pharmacy spamipharmac dreams ratio:50
| P OF T O0A A0 AS 1 Orinn about rakio: 100

*  (Field LIKE Subject:) or (Figld LIKE Fram:) Customize. . Vs (Lol

4 »

|Message i} |

F Y

FHARMACY-PILLS BIZ

Generic Yiagra have made my drearms come true. |
always knew | had a

srnaller penis than all the other guys and it really
made me feel insecure

about myself. But when | came across Generic
Yiagra's website | knew

| had to try it and to my surprise it worked! No longer
do |

Frml mlnsviibimm | mm s A kA Failad e s Al Al m s

You can modify the default layout in the manner you find the most
convenient for the work with inbound emails. To do this, you have the
following alternatives:

1) create a vertical side container. To do this, you need to dock one panel
to the top of bottom edge of an other panel. The image below shows how
to create a vertical side container comprised of three dock panels.
Message panel is docked to the bottom edge of Message Header panel,
and Interesting Words panel is docked to the bottom edge of Message
panel:
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Field
Conkent-Type:
Received:
Fraom:

Blvae

multipart/alternative; bou

from complserye,com {ur
Tokugez <tokugezi@netsi.

2 |Repl';.:'-Tn:|:

Sivalv] <sivalyj@tlcFan, co

#w-G5C-Status:
[rate:

Sender:
Subject:

To:

H-aSC-Account:

Return-path:
Message-10:
References:
In-Reply-To;
w-GE5C-5ze:
"-G5C-Size:
MIME-Yersion:
A-GE5C-Index:

1

X (Field LIKE Subject:)

5 BlackLisk: Online Pharm
Mon, 07 Jun 2004 14:01:¢
[Maksy <@

Gotay, Pill ko cure impaker
Gotov <gotov@glocksoft,
G-Lock
<kokugezi@netsian, com =
<9 AKH2EDCGCISHLE
< 1FALLGAIGHEK 22K Mi@gl|
< 1FALLGAIGHEK 22K M@gl|
2860

2766

1.0

1]

Customize, ..

2

# | Message

n | |Interesting Waords @I = |

A | | Cure ratio:s0
PHARMACY- impokence ratio: 50
FILLS EBIZ ceeh ratio:50

Generc Yiagra have
made my dreams come
frue. | always knew |
had a

smaller penis than all
the other guys and it
really made me feel
INsecure

about myself. Eut when
| came across Generic
Yiagra's website | knew
| had to try it and to my
surprise it worked! No
longer do |

feel shy when | goto a
public tollet or crack

jokes about small -

biz ratio: 100
generic ratio: S0
viagra rakio: 50
made rakio: S0
dreams ratio: 50
about ratio: 100
visit raktic: 100

2) create a horizontal side container. A dock panel must be docked to the

left or right edge of an other control. The image below shows an

example:

Message Header

avawe

Field
Frarm: Tokugez <tokugez@netsiam, com =
Subjeck: Gaokay, Pill ko cure impotence
¥ | v (Field LIKE Subject:) or {Field LIKE From:) Custorize. ..
4 ]
|Message PR |

PHARMACY-PILLS BIZ

Generic Viagra have made my dreams come true. | always knew | had a
srnaller penis than all the other guys and it really rmade me feel insecure
about myself. But when | came across Generic Viagra's website | knew
| had to try it and to my surprise it worked! No longer do |

feel shy when | go to a public toilet or crack jokes about small
henises haecanse ming is boe ooes and ' so neond of | eoet a il aod

r

-

|Interesting YWiords

w I o=

cure ratio: S0

impotence ratio:50

ceeb ratio:50
biz ratio: 100
genetic ratio:s0
viagra rakio: 50
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3) create a tab container that includes three panels. To do so, you have to
dock a panel to another panel so that the target control is filled entirely.
This implies that the mouse cursor should point in the middle of the
target dock panel when dropping. To switch between the panels, click the
appropriate tab. The image below shows an example of a tab container.

Message Header

Field  Ed -

Frarm: Takugez <tokugez@netsiam,com =

[ 3 |Flep|~;.f—Tu:|: Sivaly] <sivalvj@tlcFan.com=
¥-G3C-5Stakus; 9: BlackList: Online Pharmacy spamipharmacy’
Date: Maon, 07 Jun 2004 14:01:45 +0000
Sender Maksu <@
Subject: Gokoy, Pill ko cure impokence
Tos Goto  <got@glocksoft, com =
¥-G5C-Account:  |G-Lock
Return-path: <kokugez@netsian, cam s
Message-10: <OCCAKH2GDCGCISHL@neksiam, com =
References; <1FALLGAIGHEEZ 2K 9@alocksoft, com =
In-Reply-To: <1FALLGAIGHERZ 2K 9@glocksoft, com =
X-55iC-5ize! 2880
X-35iC-5ize: 2766

MIME-Version: 1.0
H-G3C-Index: 1]

x (Field LIKE Subject:) or (Field LIKE From:) Customize. ..

4 3

-|Message Header | Message |Interestin-;| Wyords |

If you need to drag a panel away from the tab container, drag the
corresponding tab.

4) enable the auto hide feature in the tab container. To do this, click the
auto hide button at the top right bottom of the panel. If the auto hide
feature is enabled for a tab container, only individual panel can be
displayed at a single time. To display a hidden panel, put the cursor to the
corresponding tab. The panel will be automatically moved out.
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multipart)alternative; bounds

i | | | Interesting Words

o x|

from compuserye, com {unyet

Tokugez <tokugez@netsian,
Siva E tlcFan, com

5: BlackList: Cnline Pharmacy

Man, 07 Jun 2004 14:01:45 -

Matsy <i@=

Gokow, Pill bo cure impokence

Gokoy ignthf@glncksuft.cnr

|_ A-GSC-Account:

3-Lock,

|_ Return-path:

<tokugez@netsian, com s

|_ Message-I0:

SQCCAKHEZGDCGCISHL@NeE:

|_ References;

<1FALLGAIGHEK 22k 9@ glock

|_ In-Reply-To:

<1FALLGAISHEK 22K 9@ glock

| %-GSC-Sizer

2880

| %-G5C-Size:

2766

|_ MIME-Version:

1.0

| %-G5C-Indesx:
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1]

Customize. ..

F Y

cure ratio:50
impatence ratio:S0
ceeh ratio; 50

biz ratio: 100
generic ratio:s0
viagra raktio:50
made ratio:50
dreams ratio:S0
abauk rakio: 100
visit rakio: 100

[
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Complex Filters

Adding Complex Filter

Complex Filter lets you write a script to categorize incoming emails as
spam and good depending on the defined conditions. Here you can use
various functions, procedures, and operators to compare one or several
fields from the message header to the specified values and classify the
message as spam or good according to the result.

To open the Complex Filter settings, double click the mouse on the
Complex Filters at the program's left pane, or click Filters button and
select Complex Filters:

= | i
Complex Filkers
White List

i'I'IESSEIQ
nessag Black, Lisk

nesEa
9 HTML validator

CMSEL Filker

- Bavesian Filter

nEzzag

To add a complex filter, click Add button at the bottom of the screen. You
will see Script Editor where you can write your script to filter the emails.

When the script is ready, click OK on the Script Editor screen and the
filter will be added to the grid.
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* Complex Filter E”E”z|

General |
m Deletion Mode K3
Fermanemntly ‘ 342004 5:1

E|:||I:

Activate Selected

Activate Al

Deackivate Selected

Deackivate Al

Clear HitR.ate

Clear Days Passed

Deletion Mode ko Trash

Set Expire Period... Permanently

Mowve to Trash During Mail Check,

Delete During Mail Check,

X v [Active ="Yes] and [Mame = Virs W32 Netzky D@mm] and [Deletic - Customize. .
— Cal | ¥ 5T 1 4

| oadd || Edt | | ok || cencel || Hep |

The grid columns denote:

Active - status: enabled or disabled. Click the mouse on the checkbox to
change the filter status.

Name - short description of the filter

Deletion Mode - deletion mode for spam emails detected by the Complex
filter:

to Trash - emails are moved to Deleted Items folder after you click Delete
button

Permanently - emails are deleted permanently and not saved to the disk
after you click Delete button
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Move to Trash During Mail Check - emails are moved to Deleted Items
folder during the accounts check

Delete During Mail Check - emails are deleted permanently during the
accounts check

= Note: If auto-deleting spam emails in the Automation settings is
enabled, Delete Permanently and Delete During Mail Check modes work
similarly: the emails are permanently deleted during mail check. The
filters with Delete During Mail Check deletion mode are executed the
first.

HitRate - shows how many times this filter worked since you have begun
working with SpamCombat

Last Action - date and time when the filter last worked

Expire - expire period for the filter. When it is over, the filter is
automatically deactivated.

Day Passed - progressive bar showing how many days of the expire period
passed

If you click the right mouse button on the selected filter within the grid,
you'll see the following menu:

Edit - allows you to edit the selected filter

Activate Selected - allows you to activate the selected filter
Activate All - allows you to activate all the filters

Deactivate Selected - allows you to deactivate the selected filters
Deactivate All - allows you to deactivate all the filters

Clear HitRate - allows you to set the HitRate statistics in the selected
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string to 0. Although the HitRate is cleared, you should click OK to save
the changes.

Clear Days Passed - clears the progressing bar so that the expire period for
the selected filter restarts

Deletion Mode - allows you to set a deletion mode for spam emails
detected by the selected filter: Move to Trash, Delete Permanently, Move
to Trash During Mail Check, or Delete During Mail Check.

Set Expire Period - allows you set the expiration period for the filter: 30,
60, 90, 120 days, or never. Or you can enter any quantity of days by
yourself.

At the bottom of the grid there is also a range of buttons you can use to
work with the complex filters. Put the cursor to the button to know its
function.

For your convenience you can sort and filter the records within the grid
as you want.
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Creating Script

Script Editor allows you to write a script to filter your incoming emails.
Enter a short description of the filter into Name field. Write your script
in the Script screen. Here is a list of internal variables you can use in
your script:

Account Name
Cc
Content-Transfer-Encoding
Entire Header
Content-Type
From
Mailing-List
In-Reply-To
List-Unsubscribe
Message Body
Message Source
Received
Organization
Origin-Country
Return-Path
Recipient Email
Reply-To
Subject

To
X-GSC-Attachment
X-GSC-Size
X-Mailer

To insert a variable, click the right mouse button at the place where you
want to insert it, select Insert Fields and then select a variable name from
the menu. You can also use regular expressions when writing a script. It is

a good idea to test your regular expression to ensure it works properly. To
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do this, click Test Regular Expression tab.

* Script Editor |:”E| E|

eneral | Test Reqular Expression
M ame: Scnpk:
Wirus W32 Metzky. D &Ermm 1 v¢ Comstants for resulk ”
) 2 SF Fet Result ke 1 ko say dhat tha
Input VY ariables: 3 s/ Set Result to 0 o say that thi
#_GESC_Attachment= 4 s7 Bat Result to -1 ko say that thi
K_G_SE_SiZE= b /7 Reasonm ipm this stripg you odam pr
Subject= i s 5B Insert Fields 3
[P EEE
8 w
9 temp | Replace...”™ ChrH+R (Your we
10
11 4if (P wchment. )
12 the
_ ot Chrh
Cutput W anables: 13 bedq Copy ChrC
14 2! sky. D
%_GSC_ATTACHMENT = - . ey I
= _GSC_SIZE = < Delete ¥
TEMP STAING - =L N
- - | Select &l Chrl+a
’ k. ] ’ Cancel ] ’ Help ]

When the script is ready you can test whether it works properly. Enter
your source data into the Input Variables window and click Test. Look at
the results in the Output Variables window. If there are any errors, you
will see them in the Errors screen. After you ensure the script works as
expected, click OK to save it. The script will be added to the grid.

The Complex Filter works as a Pascal-like language interpreter. The basic
differences from the standard Pascal are:

- all variables stored as variants;

- no need to declare variables, labels and functions. The Complex Filter
creates variables dynamically on first assignment. Variable type depends
on the last value assigned; type checking is not carried out.
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You can use the following functions, procedures, and operators to write
the script:

Expressions syntax:
Arithmetic +, -, %/, " (power), SHL, SHL
operators:
Bitwise operators: BITOR,BITAND,BITXOR,BITNOT
Logical operators: >, <, >=, <=, =, <>, AND, OR, NOT, constants TRUE
and FALSE.
Operators BEGIN... END
precedence IF... THEN... ELSE
standard: CASE
FOR... TO/DOWNTO... DO
WHILE... DO
REPEAT... UNTIL
BREAK
CONTINUE
GOTO
EXIT
USES
INCLUDE

String functions/procedures:

Val Val converts the string value S to its numeric
representation, as if it were read from a text file
with Read.
procedure Val(S; var V; var Code: Integer);

IntToStr IntToStr converts an integer into a string
containing the decimal representation of that
number.
function IntToStr(Value: Integer): string;
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StrTolnt

StrTolntDef

FloatToStr

StrToFloat

Copy

Pos

Length

StrTolnt converts the string S, which represents an
integer-type number in either decimal or
hexadecimal notation, into a number.

function StrTolnt(const S: string): Integer;
StrTolntDef converts the string S, which represents
an integer-type number in either decimal or
hexadecimal notation, into a number.

function StrTolntDef(const S: string; Default:
Integer): Integer;

FloatToStr converts the floating-point value given
by Value to its string representation. The
conversion uses general number format with 15
significant digits.

function FloatToStr(Value: Extended): string;

Use StrToFloat to convert a string, S, to a floating-
point value. S must consist of an optional sign (+ or
-), a string of digits with an optional decimal point,
and an optional mantissa. The mantissa consists of
'E' or 'e' followed by an optional sign (+ or -) and a
whole number. Leading and trailing blanks are
ignored.

function StrToFloat(const S: string): Extended;
Copy returns a substring or sub array containing
Count characters or elements starting at S[Index].
function Copy(S; Index, Count: Integer): string;
Pos searches for a substring, Substr, in a string, S.
function Pos(Substr: string; S: string): Integer;
Length returns the number of characters actually
used in the string or the number of elements in the
array.

function Length(S): Integer;
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Insert

Delete

Trim

TrimLeft

TrimRight

UpperCase

LowerCase

Format

Insert merges Source into S at the position
S[index].

procedure Insert(Source: string; var S: string;
Index: Integer);

Delete removes a substring of Count characters
from string S starting with S[Index].

procedure Delete(var S: string; Index,
Count:Integer);

Trim removes leading and trailing spaces and
control characters from the given string S.
function Trim(const S: string): string;

TrimLeft returns a copy of the string S with leading
spaces and control characters removed.

function TrimLeft(const S: string): string;
TrimRight returns a copy of the string S with
trailing spaces and control characters removed.
function TrimRight(const S: string): string;
UpperCase returns a copy of the string S, with the
same text but with all 7-bit ASCII characters
between 'a' and 'z' converted to uppercase.
function UpperCase(const S: string): string;
LowerCase returns a string with the same text as
the string passed in S, but with all letters converted
to lowercase. The conversion affects only 7-bit
ASCII characters between 'A' and 'Z'.

function LowerCase(const S: string): string;

This function formats the series of arguments in
the open array Args.

function Format(const Format: string; const Args:
array of const): string;
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StrReplace

Chr

DateTime functions:
Now

Date

StrReplace replaces occurrences of the substring
specified by OldPattern with the substring
specified by NewPattern. StrReplace assumes that
the source string, specified by S, may contain
Multibyte characters.

function StrReplace(const S, OldPattern,
NewPattern: string;[[0/1],[0/1]]): string;

Square brackets enclose optional parameters.
function StrReplace(const S, OldPattern,
NewPattern: string; 0): string; -StrReplace only
replaces the first occurrence of OldPattern in S.
function StrReplace(const S, OldPattern,
NewPattern: string; 1): string; - all instances of
OldPattern are replaced by NewPattern.
function StrReplace(const S, OldPattern,
NewPattern: string; 0/1,1): string; - the comparison
operation is case insensitive.

Examples:

A = StrReplace(b,'old','new");

A :=StrReplace(b,'old’, new',1);

A :=StrReplace(b,'old’, new',0,1);

Chr returns the character with the ordinal value
(ASCII value) of the byte-type expression, X.
function Chr(X: Byte): Char;

Returns the current date and time, corresponding
to Date + Time.

function Now: TDateTime;

Use Date to obtain the current local date as a
TDateTime value.

function Date; TDateTime;
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Time

DateToStr

StrToDate

TimeToStr

StrToTime

FormatDateTime

DayOfWeek

IncMonth

Time returns the current time as a TDateTime
value.

function Time: TDateTime;

Use DateToStr to obtain a string representation of a
date value that can be used for display purposes.
function DateToStr(Date: TDateTime): string;

Call StrToDate to parse a string that specifies a
date.

function StrToDate(const S: string): TDateTime;
TimeToStr converts the Time parameter, a
TDateTime value, to a string.

function TimeToStr(Time: TDateTime): string;
Call StrToTime to parse a string that specifies a
time value.

function StrToTime(const S: string): TDateTime;
FormatDateTime formats the TDateTime value
given by DateTime using the format given by
Format.

function FormatDateTime(const Format: string;
DateTime: TDateTime): string;

DayOfWeek returns the day of the week of the
specified date as an integer between 1 and 7, where
Sunday is the first day of the week and Saturday is
the seventh.

function DayOfWeek(Date: TDateTime): Integer;
IncMonth returns the value of the Date parameter,
incremented by NumberOfMonths months.
function IncMonth(const Date: TDateTime;
NumberOfMonths: Integer = 1): TDateTime;
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DecodeDate

DecodeTime

EncodeDate

EncodeTime

Math functions:

Abs

Int

Frac

Round

The DecodeDate procedure breaks the value
specified as the Date parameter into Year, Month,
and Day values.

procedure DecodeDate(Date: TDateTime; var Year,
Month, Day: Word);

DecodeTime breaks the object specified as the
Time parameter into hours, minutes, seconds, and
milliseconds.

procedure DecodeTime(Time: TDateTime; var
Hour, Min, Sec, MSec: Word);

EncodeDate returns a TDateTime value from the
values specified as the Year, Month, and Day
parameters.

function EncodeDate(Year, Month, Day: Word):
TDateT1ime;

EncodeTime encodes the given hour, minute,
second, and millisecond into a TDateTime value.
function EncodeTime(Hour, Min, Sec, MSec:
Word): TDateTime;

Abs returns the absolute value of the argument, X.
function Abs(X);

Int returns the integer part of X; that is, X rounded
toward zero.

function Int(X: Extended): Extended;

The Frac function returns the fractional part of the
argument X.

function Frac(X: Extended): Extended;

The Round function rounds a real-type value to an

integer-type value.
function Round(X: Extended): Int64;
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Ceil

Floor

Trunc

Sin

Cos
Tan
ArcSin
ArcCos
ArcTan

Exp

Ln

IntPower

Call Ceil to obtain the lowest integer greater than
or equal to X. The absolute value of X must be less
than MaxInt.

function Ceil(const X: Extended):Integer;

Call Floor to obtain the highest integer less than or
equal to X.

function Floor(const X: Extended): Integer;

The Trunc function truncates a real-type value to
an integer-type value.

function Trunc(X: Extended): Int64;

The Sin function returns the sine of the argument.
function Sin(X: Extended): Extended;

Cos returns the cosine of the angle X, in radians.
function Cos(X: Extended): Extended;

Tan returns the tangent of X.

function Tan(const X: Extended): Extended;
ArcSin returns the inverse sine of X.

function ArcSin(const X: Extended): Extended;
ArcCos returns the inverse cosine of X.

function ArcCos(const X: Extended): Extended;
ArcTan returns the arctangent of X.

function ArcTan(X: Extended): Extended;

Exp returns the value of e raised to the power of X,
where e is the base of the natural logarithms.
function Exp(X: Real): Real;

Ln returns the natural logarithm (Ln(e) = 1) of the
real-type expression X.

function Ln(X: Real): Real;

IntPower raises Base to the Power specified by
Exponent.

function IntPower(Base: Extended; Exponent:
Integer): Extended;
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Sqr The Sqr function returns the square of the

argument.

function Sqr(X: Extended): Extended;
Sqrt Returns the square root of X.

function Sqrt(X: Extended): Extended;
Inc Inc adds one or N to the variable X.

procedure Inc(var X [ ; N: Longint ] );

Dec The Dec procedure subtracts one or N from a
variable.
procedure Dec(var X[ ; N: Longint]);

Other functions:

Beep Beep calls the Windows API MessageBeep.
procedure Beep;

ShowMessage Call ShowMessage to display a simple message box
with an OK button.
procedure ShowMessage(const Msg: string);

Min Call Min to compare multiple numeric or string
values. Min returns the smaller value of all.
function Min(A,B,[C,]: Integer): Integer;
function Min('A",'B',['C',]: String): String;

Max Call Max to compare multiple numeric or string

values. Max returns the greater value of all.
function Max(A,B,[C,]: Integer): Integer;
function Max('A",'B',['C",]: String): String;

On the simplest level, a program is a sequence of tokens delimited by
separators. A token is the smallest meaningful unit of text in a program. A
separator is either a blank or a comment. Strictly speaking, it is not
always necessary to place a separator between two tokens; for example,
the code fragment

Size:=20;Price:=10;

is perfectly legal. Convention and readability, however, dictate that we
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write this as

Size := 20;
Price := 10;

Tokens are categorized as special symbols, identifiers, reserved words,
numerals, labels, and character strings. A separator can be part of a token
only if the token is a character string. Adjacent identifiers, reserved
words, numerals, and labels must have one or more separators between
them.

Since Fields Processor script language is case-insensitive, an identifier like
CalculateValue could be written in any of these ways:

CalculateValue
calculateValue

calculatevalue
CALCULATEVALUE

Comments

Comments are ignored by the script, except when they function as
separators.

There are several ways to construct comments:

{ Text between a left brace and a right brace constitutes a comment. }
// Any text between a double-slash and the end of the line constitutes a
comment.

Assignment Statements

An assignment statement has the form
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variable := expression;

where variable is any variable reference—including a variable, variable
typecast, dereferenced pointer, or component of a structured variable—
and expression is any assignment-compatible expression.

The := symbol is sometimes called the assignment operator.

An assignment statement replaces the current value of variable with the
value of expression. For example,

[:=3;

assigns the value 3 to the variable I. The variable reference on the left side
of the assignment can appear in the expression on the right. For example,

I=1+1;
increments the value of I.
Compound Statements

A compound statement is a sequence of other (simple or structured)
statements to be executed in the order in which they are written. The
compound statement is bracketed by the reserved words begin and end,
and its constituent statements are separated by semicolons. For example:

Begin
Z =X;
X:=Y;
Y :=7;
end;
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Compound statements are essential in contexts where Fields Processor
script syntax requires a single statement. In addition to program, function,
and procedure blocks, they occur within other structured statements,
such as conditionals or loops. For example:

begin
I := SomeConstant;
while I > 0 do

begin

I=1-1;
end;
end;

Control Loops

Loops allow you to execute a sequence of statements repeatedly, using a
control condition or variable to determine when the execution stops.
Fields Processor Language has three kinds of control loop: repeat
statements, while statements, and for statements.

You can use the standard Break and Continue procedures to control the
flow of a repeat, while, or for statement. Break terminates the statement
in which it occurs, while Continue begins executing the next iteration of
the sequence.

Repeat Statements

The syntax of a repeat statement is

repeat statementl; ...; statement; until expression

where expression returns a Boolean value. (The last semicolon before
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until is optional.) The repeat statement executes its sequence of
constituent statements continually, testing expression after each iteration.
When expression returns True, the repeat statement terminates. The
sequence is always executed at least once because expression is not
evaluated until after the first iteration.

Examples of repeat statements include
repeat

K :=1mod J;

L=

J:=K;
until J = 0;

While Statements

A while statement is similar to a repeat statement, except that the control
condition is evaluated before the first execution of the statement
sequence. Hence, if the condition is false, the statement sequence is never
executed.

The syntax of a while statement is
while expression do statement

where expression returns a Boolean value and statement can be a
compound statement. The while statement executes its constituent
statement repeatedly, testing expression before each iteration. As long as
expression returns True, execution continues.

Examples of while statements include

while Length(S) > 0 do
begin
N := N + Copy(S,Length(S),1);
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Delete(S,Length(S),1)
end;

For Statements

A for statement, unlike a repeat or while statement, requires you to
specify explicitly the number of iterations you want the loop to go
through. The syntax of a for statement is

for counter := initialValue to finalValue do statement

or

for counter := initialValue downto finalValue do statement
where

counter is a local variable (declared in the block containing the For
statement) of ordinal type, without any qualifiers.

initialValue and finalValue are expressions that are assignment-
compatible with counter.

statement is a simple or structured statement that does not change the
value of counter.

The for statement assigns the value of initialValue to counter, then
executes statement repeatedly, incrementing or decrementing counter
after each iteration. (The for...to syntax increments counter, while the
for...downto syntax decrements it.) When counter returns the same value
as finalValue, statement is executed once more and the for statement
terminates. In other words, statement is executed once for every value in
the range from initialValue to finalValue. If initialValue is equal to
finalValue, statement is executed exactly once. If initialValue is greater
than finalValue in a for...to statement, or less than finalValue in a
for...downto statement, then statement is never executed. After the for
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statement terminates, the value of counter is undefined.

For purposes of controlling execution of the loop, the expressions
initialValue and finalValue are evaluated only once, before the loop
begins. Hence the for...to statement is almost, but not quite, equivalent to
this while construction:

begin
counter := initialValue;
while counter <= finalValue do
begin
statement;
counter := Succ(counter);
end;
end

The difference between this construction and the for...to statement is that
the while loop re-evaluates finalValue before each iteration. This can
result in noticeably slower performance if finalValue is a complex
expression, and it also means that changes to the value of finalValue
within statement can affect execution of the loop.

Examples of for statements:

for I:=65to 123 do
S:=S + Chr(i);
for I := Length(S) downto 0 do
N :=N + Copy(S,1,1);
forI:=1to10do

for]:=1to 10 do

begin

some operatos

end;
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Case Statements

The case statement provides a readable alternative to complex nested if
conditionals. A case statement has the form

case selectorExpression of
caseListl: statementl;

caselistn: statementn;
end

where selectorExpression is any expression of an ordinal type (string
types are invalid) and each caseList is one of the following:

A numeral, declared constant, or other expression that the compiler can
evaluate without executing your program. It must be of an ordinal type
compatible with selectorExpression. Thus 7, True, 4 +5 * 3, 'A’, and
Integer('A") can all be used as caseLists, but variables and most function
calls cannot. (A few built-in functions can occur in a caselList.)

A subrange having the form First..Last, where First and Last both satisfy
the criterion above and First is less than or equal to Last.

A list having the form iteml, ..., itemn, where each item satisfies one of
the criteria above.

Each value represented by a caseList must be unique in the case
statement; subranges and lists cannot overlap. A case statement can have

a final else clause:

case selectorExpression of
caseListl: statementl;

caselistn: statementn;
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else
statements;
end

where statements is a semicolon-delimited sequence of statements. When
a case statement is executed, at most one of statementl ... statementn is
executed. Whichever caselList has a value equal to that of
selectorExpression determines the statement to be used. If none of the
caseLists has the same value as selectorExpression, then the statements in
the else clause (if there is one) are executed.

The case statement

case I of

1..5: Caption := 'Low’;

6..9: Caption := 'High';

0, 10..99: Caption := 'Out of range';
else

Caption :=";
end;
is equivalent to the nested conditional
if I in [1..5] then
Caption := 'Low’
else if I in [6..10] then
Caption := 'High'
else if (I = 0) or (I in [10..99]) then
Caption := 'Out of range'
else
Caption :=";

If Statements

There are two forms of if statement: if...then and the if...then...else. The
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syntax of an if...then statement is
if expression then statement

where expression returns a Boolean value. If expression is True, then
statement is executed; otherwise it is not. For example,

if ] <> 0 then Result := I/];

The syntax of an if...then...else statement is
if expression then statement] else statement?2

where expression returns a Boolean value. If expression is True, then
statement] is executed; otherwise statement? is executed. For example,

if ] = 0 then
Exit

else
Result := I/];

The then and else clauses contain one statement each, but it can be a
structured statement. For example,

if ] <> 0 then
begin

Result := I/];

Count := Count + 1;
end

else if Count = Last then
Done := True

else
Exit;

Notice that there is never a semicolon between the then clause and the
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word else. You can place a semicolon after an entire if statement to
separate it from the next statement in its block, but the then and else
clauses require nothing more than a space or carriage return between
them. Placing a semicolon immediately before else (in an if statement) is a
common programming error.

Character Strings

You can assign the value of a string constant—or any other expression
that returns a string—to a variable. The length of the string changes
dynamically when the assignment is made. Examples:

MyString := 'Hello Alex!';
MyString := 'Hello ' + 'Alex’;
MyString := MyString + '!';

MyString :="; { space }

MyString :="; { empty string }
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Whitelist

Adding Emails to Whitelist

For your convenience and saving time, you can let SpamCombat
automatically flag emails you receive from known sources as good. You
can whitelist messages based on some words or regular expressions in the
message header and/or body, and by the sender's IP address(es).

Important! If you are concerned about your computer's security, we do
not recommend that you whitelist all the email addresses from an
Outlook or any other address book. You may receive an email coming
from your friend's email address but actually this may be an email with a
virus. You should better train SpamCombat to categorize the emails sent
by people you know as good.

To add emails to Whitelist:

1) double click the mouse on the Whitelist item at the program's left
pane, or click Filters and select Whitelist

Te ¥ 9

= complex Filkers L
5 darked |

Black, List

HTML walidator
DMSEL Filker
Bavesian Filker

2) enter any name into Name field (not required but useful);
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3) select a field where the program will look for the specified text or
regular expression. From the drop down menu you can select any of the
standard fields the message header includes, and some additional fields
that allows parsing the message body:

Message Body & Subject:

Message Body:

Message Source:

Viewable Body & Subject: (includes a stripped HTML, plain text part and
subject)

Viewable HTML: (includes only a stripped HTML you can see when you
receive an email)

4) enter a string or regular expression. If you add a regular expression,
check Regular Expression checkbox. It is a good idea to test your regular
expression before you add it to the Whitelist. To do this, click Test
Regular Expression tab.

5) click Add.

The record is added to the grid. Not working regular expressions will be
shown by red within the grid. You should either correct, or deactivate
them.
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White List

General | Test Reqular Expreszsion

M ame: Field:
| ” v | [[] Reqular Expression

String or Regular Expression:

Ed|Field [E3|¥alue o Bl |RegExp B3| whole 5t... E3
"Fopa'" <zayabroa...

) IZone meszage | Subject: [Tmo)l£one ] O

¥ ¥ [Deletion Mode = ta Trask) Eustn:nmize;lﬂ

R e e e 4] | >

| ok || cancel || Hep |

The grid columns denote:

Active - status: enabled or disabled. Click the mouse on the checkbox to

change the status.

Field - field name from the message header or message body that contains

this string or regular expression
Name - short description of the string or regular expression
Value - string or regular expression used to whitelist emails

Reg Exp - shows if the string is a regular expression or not

Whole String - when this checkbox is checked, the selected field must
contain only the defined value with no other words or characters

HitRate - shows how may times the whitelist filter worked since a user

has begun working with the SpamCombat
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Last Action - date and time when the whitelist filter last worked

Expire - expire period for the whitelist filter. When it is over, the record

is automatically deactivated.

Day Passed - progressive bar showing how many days of the expire period

passed

You can also add any fields from the message header to the Whitelist
directly from the main window. Select a header field in the message
preview screen and click ¥ Add to White List button, or click the right
mouse button and select Add to White List option. The whole value of
the appropriate field is added to the Whitelist. Or, you can just drag and
drop the header field straight to the Whitelist.

Rl 888 R E

» m__

Subiect ole>  Add to White List  ShifthCiri+i ™
&t add toBlack List  Shift+Ciri+

%) add Domain to Whites List

&) Add Domain to Black List

¥ v [Field LIKE Sub

Return-path: <Sundapiah
Received: from 200-147- Copy by
[tfircom SMTPRS 4.6.1 ar -
Sun, 16 May 2004 10:32: 22 +0400

Duplicated records are not added to the Whitelist.
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» Tips:
To whitelist emails by the sender's domain, highlight FROM header
field, click the right mouse button and then select Add Domain to

Whitelist option. Or, you can manually add this regular expression
(?1U)[\S\d\.][+@domain.com to the Whitelist.

To whitelist emails by the sender's IP address(es), select IP Address in
the Field and type the IP address in the input string. Click Add. The
simplest case is to whitelist a single IP address: 127.0.0.1

You can also add a subset of IP addresses by entering the first and last
IPs of the range separated by dash:

127.0.0.1-127.0.0.254

127.0.0.1-127.0.254.254

or use network prefix notation:
127.0.0.1/24
127.0.0.1/16

SpamCombat works with B and C classes of IP addresses only.

When you select FROM field to whitelist emails, only the email address

with no additional characters is extracted and added. To add the whole
value of FROM field to the Whitelist, just drag the selected string and
drop it to the Whitelist.
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Working with Whitelist

To edit a record within the grid, select it and press Enter on your
keyboard. The record will become available for editing.

When you edit the field Value, click either OK or Cancel on the edit
screen to save or cancel the changes you made.

L T I Y T

I m (Fills e d0,3H N, 3N e a0, 3N a0] s HH zage Body

ash || Al (a0 300 00,30 e a0, 30010, 31t 0,31 I]['xs{D,H}]n[hs{D,E}]]l[v[kS{D,E}][l'l M
ash | 5510.30c4540,3000]45 {0,310 d4S {0,300 N14S{0.3 1m0 {0.31]

‘azh
B A M — e T 4 b
’ k. ” Cancel ” Help ]

When you finished editing the Whitelist filters, click OK at the bottom of
the screen to save the changes.

If you click the right mouse button on the selected filter within the grid,
you'll see the following menu:
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White List

General | Test Regular Exprezsion |

Marne: Field:
|I3-L|:n:k Software ||Fr|:|m: w | [ ] Fegular E spression

String ar Beqular E#pression:
| supportiEiglocksaft. com | ’ Add ]

N Active B2 Exp | whole 5t E[HiR... E3

Mame B3 |Field E3(V... 5 Ed|Req

H| ) H H 4/8/2
i Activate Selected 0 0 o0 4/8/2
i Activate Al ] ] 24214,
™ ) O O 1,518/,
T Deactivate Selected 0 0 T
™ Deactivate All O O 3 44872
™ _ O O 11|5/6/2
| Clear HitRate ] ] 25| B/25/,
& Clear Days Passed ] 0 57 |5/25/,
Mt = = 47842
™ Set Expire Period... » 30 days 4 540/
) Select all 60 days I3
™M i ; | 25 5/25/,
— a0 days

120 days

X [Last Action = 5/21/2004) Customize... || o

R e P - | >

| ok || cence || Hep |

“

Activate Selected - allows you to activate the selected filter
Activate All - allows you to activate all the filter

Deactivate Selected - allows you to deactivate the selected filter
Deactivate All - allows you to deactivate all the filters

Clear HitRate - allows you to set the HitRate statistics to 0. Although the
HitRate is cleared, you should click OK to save the changes.

Clear Days Passed - clears the progressing bar so that the expiration

period for the selected filter restarts
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Set Expire Period - allows you to set the expire period for the filter: 30,
60, 90, 120 days, or never. Or you can enter any quantity of days by
yourself.

Select All - allows you to select all the filters within the grid

At the bottom of the grid there is also a range of buttons you can use to
work with the whitelist filters. Put the cursor to the button to know its
function.

For easy search for a string or regular expression within the grid, you can
use an incremental search. An incremental search allows you to locate a
record within the grid by matching the initial characters of a record field.

To search for a record by a field value, focus on a record cell within the
appropriate column and type the search text. If the grid contains a record
with a value that starts with the search text, the record is focused.

For your convenience you can sort and filter the records within the grid
as you want. See Sorting and Filtering Emails
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Blacklist

Adding Emails to Blacklist

The Blacklist stands opposite the Whitelist. Here you can add suspicious,
unknown, or unwanted emails and their senders. SpamCombat is
provided with a solid Blacklist that detects the most known kinds of spam
and virus emails. The default system blacklist filters are shown by the
navy color within the grid. You can edit them as you want.

To add emails to Blacklist:

1) double click the mouse on the Blacklist item at the program's left pane,
or click Filters and select Blacklist

Te ¥ 9

= Complex Filkers L
5 White List m

HTML walidator
CMSEL Filker
Bavesian Filker

2) enter any name into Name field (not required but useful);

3) select a field where the program will look for the specified text or
regular expression. From the drop down menu you can select any of the
standard fields the message header includes, and some additional fields
that allows parsing the message body:

Message Body & Subject:
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Message Body:

Message Source:

Viewable Body & Subject: (includes a stripped HT'ML, plain text part and
subject)

Viewable HTML: (includes only a stripped HTML you can see when you
receive an email)

4) enter a string or regular expression. If you use a regular expression,
check Regular Expression checkbox. It is a good idea to test your regular
expression before you add it to the Blacklist. To do this, click Test Regular
Expression tab.

5) click Add.

The record is added to the grid. Your own blacklist filters will be shown
by black. Wrong (not working) regular expressions within the grid will
be marked by red. You should either correct, or deactivate them.

Black: List
General | Test Regular Exprezsion
M ame: Field:
| || W | [ ] Regular Expression
String ar Begular Expression;
| | [ A ]
poiveBlione _____Blred Bl - Bhaeior B
Email addrezs found n HTTP ... | Meszage Body: | https ™ hAAS =] "-.+a ko T
i @ Esceszive blank spaces in the... Subject: [5atBH NS o T
) Free or Special Offer in the body| Meszage Body: | [zpeciallfree)ts{1.5}affer o T
) Currency or income refer_._ | Subject: (A& [0-91+ lincome] to Tr
) All zaps in the Subject Subject: [T[A-2Nwfhe 1+5) to T
¥ v [Deletion Mode = to Trash) Customize... ||
B A e — s Cu| 3 | |57 1 2
0k, ] ’ Cancel ] ’ Help
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The grid columns denote:

Active - status: enabled or disabled. Click the mouse on the checkbox to
change the status.

Field - field name from the message header or message body that contains
this string or regular expression

Deletion Mode - deletion mode for blacklisted emails:
to Trash - emails are moved to Deleted Items folder after you click Delete
button

Permanently - emails are deleted permanently and not saved to the disk
after you click Delete button

Move to Trash During Mail Check - emails are moved to Deleted Items
folder during the accounts check

Delete During Mail Check - emails are deleted permanently during the
accounts check

= Note: If auto-deleting spam emails in the Automation settings is
enabled, Delete Permanently and Delete During Mail Check modes work
similarly: the emails are permanently deleted during mail check. The
filters with Delete During Mail Check deletion mode are executed the
first.
Name - short description of the string or regular expression

Value - string or regular expression used to blacklist emails

Reg Exp - shows if the string is a regular expression or not

89

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.



Whole String - when this checkbox is checked, the selected field must
contain only the defined value with no other words or characters

HitRate - shows on how may times the blacklist filter worked since a user
has begun working with the SpamCombat

Last Action - date and time when the blacklist filter last worked

Expire - expire period for the blacklist filter. When it is over, the record
is automatically deactivated.

Day Passed - progressive bar showing how many days of the expire period
passed

You can also add any fields from the message header to the Blacklist
directly from the main window. Select a header field in the message
preview screen and click #* Add to Black List button, or click the right
mouse button and select Add to Black List option. The whole value of the
appropriate field is added to the Blacklist. Or, you can just drag and drop
the header field straight to the Blacklist.

e e ss

Message Header

Fold Bvae

Subject: L anald B eanan an bhe 1S Dirme cain?

From: | Addtowhite List  Shift+Cerl+w

|$ AddtoBlackList  Shift+Chrl+ |

6] Add Domain bo White List

x| v (Fid ﬁ Add Damain ko Black Lisk

¥ Copy

Duplicated records are not added to the Blacklist.
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» Tips:
To blacklist emails by the sender's domain, highlight FROM header
field, click the right mouse button and then select Add Domain to

Blacklist option. Or, you can manually add this regular expression
(?1U)[\S\d\.][+@domain.com to the Blacklist.

To blacklist emails by the sender's IP address(es), select IP Address in
the Field and type the IP address in the input string. Click Add. The
simplest case is to whitelist a single IP address: 127.0.0.1

You can also add a subset of IP addresses by entering the first and last
IPs of the range separated by dash:

127.0.0.1-127.0.0.254

127.0.0.1-127.0.254.254

or use network prefix notation:

127.0.0.1/24

127.0.0.1/16

SpamCombat works with B and C classes of IP addresses only.

When you select FROM field to blacklist emails, only the email address
with no additional characters is extracted and added. To add the whole
value of FROM field to the Blacklist, just drag the selected string and
drop it to the Blacklist.

To edit a string within the grid, select the string you want to edit and
press Enter on your keyboard. The string will become highlighted and
available for editing.
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Working with Blacklist

To edit a record within the grid, select it and press Enter on your
keyboard. The string will become available for editing. When you edit
the field Value, click either OK or Cancel to save or cancel the changes
you made.

L1 S I T

(0 0%k ke e e ) RSR A o5 Bl

ash | [2ilv(sal0, 310 s103Hehs10.30[00] s10,3Hd {0,301 I]['xs{EI,3}]n[\s{[l,3}]]l[v["x5{EI,S}][H I
ash | 45{0.3He(8S 0. 2H00]5 {0,310 S {0, 3H 1S {0, 3NN S (0.3

‘azh

o Cancel

[ - — — Lz N -
LR RE R 3 g e lE 1 ]

| ok || cance || Hep |

When you finished editing the Blacklist filters, click OK at the bottom of
the screen to save the changes.

If you click the right mouse button on the selected filter within the grid,
you'll see the following menu:
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* Black List

General | Test Regular Expression |
Marne: Field:
|renu:_l,l or income references in the Subject | | Subject: w | [ ] Regular Expression
String ar Begular E#pression:
[ [\${0-8]+ ?llincome] | add |
K3 Doletion Mode KdF
3 o P w Subject: :|r|u|:|.-|||h-n-r
M Actvate - Selectes 1o Trash Subect [ (14218
) B Activate all | Mo Trazh |Meszage Body:  |[?i)[mail tranzaction
~ [ |t Trazh |Meszage Baody: | TN [N
) (I Deactivate Selactad |t Trazh | Subject: [credit)[loan]
M C Deactivate All | to Trash | Subject: [E[0-T]+ A Mincame
) O | toTrash Subject: [[0-9a-z][%5z_]H3.F
M E Clear HitRate | to Trash #-GSC-Attach... | (7 [exelpiflscrbat
) E Clear Days Passed |t Trazh Meszage Body: | https? A AS+=]-
T E b Trach bdace zmna Bedie (e Lol 0 EATD o
~ E Deletion Mode 3 o Trash
f F i i Permanent
= G Set Expire Period... » ¥
Salact All Maove to Trash During Mail Check %_f
b [ =TT Delete During Mail Check | |
’ k. l ’ Cancel l ’ Help l

Activate Selected - allows you to activate the selected filter
Activate All - allows you to activate all the filters

Deactivate Selected - allows you to deactivate the selected filters
Deactivate All - allows you to deactivate all the filters

Clear HitRate - allows you to set the HitRate statistics in the selected
string to 0. Although the HitRate is cleared, you should click OK to save
the changes.

Clear Days Passed - clears the progressing bar so that the expire period for
the selected filter restarts

Deletion Mode - allows you to set a deletion mode for spam emails
detected by the selected filter: Move to Trash, Delete Permanently, Move
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to Trash During Mail Check, or Delete During Mail Check.

Set Expire Period - allows you to set the expiration period for the filter:
30, 60, 90, 120 days, or never. Or you can enter any quantity of days by
yourself.

Select All - allows you to select all the filters within the grid

At the bottom of the grid there is also a range of buttons you can use to
work with the whitelist filters. Put the cursor to the button to know its
function.

For easy search for a string or regular expression within the grid, you can
use an incremental search. An incremental search allows you to locate a
record within the grid by matching the initial characters of a record field.

To search a record by a field value, focus on a record cell within the
appropriate column and type the search text. If the grid contains a record
with a value that starts with the search text, the record is focused.

For your convenience you can sort and filter the records within the grid
as you want. See Sorting & Filtering Emails
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Blocking Spam by Country of Origin

One of the particularities of G-Lock SpamCombeat is the capability to

n

determine an email's "country-of-origin" and use this information to

block messages from any specified country. The connecting mail server's
IP address is used by G-Lock SpamCombat to determine an email's
country of origin.

About a dozen countries are notorious for sending spam. China, Korea
and Russia are among the top spam producing countries. With the
"Country-Of-Origin" filtering capability of G-Lock SpamCombat you can
block all email originating from these countries with one mouse click.
You can select yourself which countries to block and instantly reduce

spam volumes.

You wait for the spam to arrive. You will see the country the email
originates from in the Country column.

To block all the emails from the specific country:
1) Click the right mouse button on the line with the message.
2) Select "Block emails by Origin Country" from the menu.

SpamCombat will add that country name to the blacklist and all further
emails you will receive from that country will be blocked by the blacklist.

To delete a country name from the blacklist:
1) click the right mouse on the line with the message.
2) select "Unblock emails by Origin Country" from the menu.
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* G-Lock SpamCombat
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The total number of countries G-Lock SpamCombat recognizes is 232.
Here is a list of country names:

Code Country Name
US United States

JP Japan

GB United Kingdom
CN China

DE Germany

CA Canada

FR France

KR Korea, Republic of
NL Netherlands

AU Australia

IT Italy
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ES Spain

SE Sweden

BR Brazil

CH Switzerland
EU Europe

TW Taiwan

MX Mexico

RU Russian Federation
NO Norway

FI Finland

PL Poland

ZA South Africa
AT Austria

DK Denmark
IN India

BE Belgium

HK Hong Kong
TR Turkey

IL Israel

CZ Czech Republic
NZ New Zealand
IE Ireland

RO Romania
AR Argentina
PT Portugal

CL Chile

HU Hungary

ID Indonesia
TH Thailand
GR Greece

SG Singapore
MY Malaysia
VE Venezuela
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PH Philippines

A2 Satellite Provider
UA Ukraine

BG Bulgaria

CO Colombia

SK Slovakia

SA Saudi Arabia

EG Egypt

LT Lithuania

CR Costa Rica

AE United Arab Emirates
SI Slovenia

IR Iran, Islamic Republic of
LV Latvia

LU Luxembourg

PE Peru

EE Estonia

PA Panama

VN Vietnam

CS Serbia and Montenegro
PR Puerto Rico

IS Iceland

Al Anonymous Proxy
HR Croatia

KW Kuwait

TN Tunisia

MA Morocco

PK Pakistan

EC Ecuador

UY Uruguay

KZ Kazakhstan

BO Bolivia

CY Cyprus
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SV El Salvador

BD Bangladesh

NG Nigeria

DZ Algeria

GT Guatemala

KE Kenya

AG Antigua and Barbuda
QA Qatar

LK Sri Lanka

PS Palestinian Territory
OM Oman

AN Netherlands Antilles
MT Malta

LB Lebanon

DO Dominican Republic
JO Jordan

GE Georgia

MK Macedonia, the Former Yugoslav Republic of
BA Bosnia and Herzegovina
MD Moldova, Republic of
MO Macao

BN Brunei Darussalam
BY Belarus

TT Trinidad and Tobago
GU Guam

AZ Azerbaijan

UZ Uzbekistan

JM Jamaica

SY Syrian Arab Republic
BH Bahrain

GH Ghana

HN Honduras

MU Mauritius

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.

99



CU Cuba

VI Virgin Islands, U.S.
AM Armenia

BZ Belize

NI Nicaragua

FJ Fiji

UG Uganda

BT Bhutan

KG Kyrgyzstan
BM Bermuda

TZ Tanzania, United Republic of
PY Paraguay

MN Mongolia

BW Botswana

AP Asia/Pacific Region
MC Monaco

GN Guinea

BS Bahamas

LI Liechtenstein
IQ Iraq

BB Barbados

SD Sudan

KH Cambodia

NA Namibia

CI Cote D'Ivoire
NP Nepal

MQ Martinique

SZ Swaziland

RE Reunion

SN Senegal

GI Gibraltar

CM Cameroon

NC New Caledonia
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AF Afghanistan

PF French Polynesia

GP Guadeloupe

HT Haiti

MZ Mozambique

ZW Zimbabwe

AL Albania

LY Libyan Arab Jamahiriya
FO Faroe Islands

AO Angola

AW Aruba

KY Cayman Islands

YE Yemen

T] Tajikistan

PG Papua New Guinea

MG Madagascar

AD Andorra

GY Guyana

LA Lao People's Democratic Republic
GA Gabon

ZM Zambia

SR Suriname

SM San Marino

SL Sierra Leone

GF French Guiana

ET Ethiopia

ML Mali

GL Greenland

TG Togo

VA Holy See (Vatican City State)
MR Mauritania

BF Burkina Faso

MP Northern Mariana Islands
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MYV Maldives

SC Seychelles

RW Rwanda

KN Saint Kitts and Nevis

MM Myanmar

GM Gambia

MW Malawi

SB Solomon Islands

Al Anguilla

WS Samoa

GD Grenada

TV Tuvalu

KP Korea, Democratic People's Republic of
NR Nauru

CK Cook Islands

TC Turks and Caicos Islands

BJ Benin

LC Saint Lucia

VG Virgin Islands, British

VC Saint Vincent and the Grenadines
VU Vanuatu

NE Niger

DM Dominica

AS American Samoa

LS Lesotho

CD Congo

TO Tonga

PW Palau

TM Turkmenistan

DJ Djibouti

ER Eritrea

FM Micronesia, Federated States of
IO British Indian Ocean Territory
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KI Kiribati

CV Cape Verde

LR Liberia

BI Burundi

CG Congo

GW Guinea-Bissau

CF Central African Republic
SO Somalia

PM Saint Pierre and Miquelon
GQ Equatorial Guinea

NF Norfolk Island

FK Falkland Islands (Malvinas)
NU Niue

MS Montserrat

MH Marshall Islands

TD Chad

TF French Southern Territories
ST Sao Tome and Principe

KM Comoros

YT Mayotte

WF Wallis and Futuna

UM United States Minor Outlying Islands
TK Tokelau
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HTML Validator

Working with HTML Validator

HTML Validator is a filter that parses the HTML part of the incoming
email and checks the HTML tags for validity. If xx dubious HTML tags
are found, the message is considered spam. The HTML Validator also
detects the unreadable font size (0,1 px) and incorrect color of HTML
tags. To open the HTML Validator settings, click Filters button on the
program's Toolbar and select HTML Validator. Or, double click the
mouse on the HTML Validator at the left pane of the program's main

window.
Te ¥ 9
Complex Filkers —
5 Wihite List m

Black, List

DMSEL Filker % |

Bavesian Filker

SpamCombat is provided with a list of valid HTML tags. You can remove
HTML tags or add new tags you see appropriate. The HTML tags must be
entered one per line.
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" HTML Validator

General

Yalid HTML T ags:

I A
IDOCTY'PE
ML . —
A, | Undo Chrl+Z
ABBR |
ABEREY | Cut Chrl+x
ACR DN 5
ADDRESS | Copy Chrl+C
EEE;ET Paste N ChelY
Al | Delete l’@
AUTHOR ;
B CFind...  CtrlF
BAMMER | bt
| Find Mexk F3
Mark meszage as spamif |5 = | or more du
TR | Select Al Crel+a

Deletion mode for spam emailz

taove o Trazh L |

| ok || Concel || Hep |

Select a deletion mode for spam emails detected by the HTML Validator:

Move to Trash - spam emails detected by the HTML Validator will be
deleted from the mail server and moved to Deleted Items folder (saved to
the disk)

Delete Permanently - spam emails detected by the HTML Validator will
be deleted from the mail server without being saved to the disk

Move to Trash During Mail Check - emails are moved to Deleted Items
folder during the accounts check

Delete Permanently During Mail Check - emails are deleted permanently
during the accounts check
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Bayesian Filter

Working with Bayesian Filter

Bayesian filter is the most powerful filter that detects up to 99.5% of spam
emails.

The Bayesian filter is based on statistical methods, which give a
probability for an email belonging to a given class: spam and not-spam
usually. The Bayesian filter resorts to mathematical calculation to identify
spam emails. It takes the decision whether the email is spam or normal by
analyzing the words in the message content. Each word within a new
incoming message is flagged depending on its popularity in the past: a
word that occurs only in the messages marked as spam gets 0.99 ratio and
a word that occurs only in the 'good' emails gets 0.0 ratio. Unknown
words get 0.2 ratio. The ratio of all of the words within the message form
'score’. Depending on the score the Bayesian filter marks the message as
'good’ or spam. If the score is greater than the spam threshold, the
message is considered spam (by default the spam threshold is 90). You can
read more about the Bayesian filter here
http://www.paulgraham.com/better.html

SpamCombat shows you the ratio of each word within the message in the
separate window. Select the message with "Bayesian:..." record in the
status column and click @ View/Hide Interesting Words option. An
informative window with the words and their ratio comes up.
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SR 80 /R1

Field & E3 mire: ratio: 00 -
i o o chicago ratio: 50

Frnm. eBay'' <eBapiEreplyd ebay. com;: flapper ratio 50

Subject: eBay zays: Have a spook-tacular Halloween! | |ard ratio: 50

To: bestrmail@canm, com rings ratio: 50

clazzic ratio: 50
costumes ratio: b0
hippies ratio:50
witches ratio:B0

¥ | v [Field = Subject:] or [Field = From:] or ~ Customize... | | princesses ratio:50

by ratio: 01
4 P | | now ratio:15
right ratio:100
GoToeBay “| | e-mail ratio:B0

»22 hittpeAfelick 3. ebay. com/ 309696584934 3.0, 25826 special ratio14

tut ratio: 100
- | |wizh ratio:20 =

MMM EHHMNENENER

IMPORTANT! To get the best performance of the program, you ought to
train the Bayesian filter to categorize incoming emails either as spam or
normal. You should view all the emails and if they were not properly
categorized, you should re-categorize those emails using 32 Mark Message
as Spam and ¥ Mark Message as Clean buttons. The Bayesian filter learns
from its mistakes and next time it will classify the messages properly. The
more you train SpamCombat, the more its accuracy increases.

If the number of significant words in the message is less than it is set in
the Bayesian Filter Settings, the Bayesian filter is not applied to the
message and the email is marked by # icon. Such emails should be either
whitelisted, or blacklisted by a user. If there is enough words but the
email is still not resolved by the Bayesian filter, it appears with ? icon. A
user should manually categorize such emails as spam or good to train the
Bayesian filter.
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Bayesian Filter Settings

To open the Bayesian filter settings, double click the mouse on the
Bayesian Filter item at the left pane, or click Filters button on the Toolbar
and select Bayesian Filter.

=
e ¥ 9
[ . P
Complex Filkers L
5 Whike List m
Black, List

HTrL Walidator
DMSBL Filker

You can use the default Bayesian filter settings if you are not familiar
with the Bayesian filter. Or, you can adjust these settings as you like.

Bayesian Filter Settings

Spar threghold:

Learning threzhold:

whord count; 10 =
kir ward length; 3 =
Max ward length: 10 =
Min word occurence: 4] =
"Word expiny: 10 =

Deletion mode for spam emailz

kaowe to Trazh W |

[ o (G J[_tw |

Spam threshold - the default value is 90. Increasing the spam threshold
reduces the number of false classifications, decreasing it makes the filter
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think more email should be tagged as spam. Any word with a ratio below
this threshold is considered a clean word.

Learning threshold - the default value is 98. Any word with a ratio
greater than or equal to this is added to the database classed as spam.

Word count - the default value is 15. The number of significant words
used to filter the message. Fewer words mean the filter is more aggressive,
more words checked mean more spam words is needed to be present for
an email to be classified as spam. ATTENTION! If the SpamCombat
extracts 15 or more words from the message, the Bayesian filter learns
from this message. If the message has less than 15 words, the filter does
not learn from such emails even if you categorize them by yourself. It is
not recommended that you decrease the number of words because it will
result in an increasing number of false positives, i.e. more good emails
will be marked as spam. At least, you can set 10 words but not less.

Min word length - the default value is 3. The minimum length of the
words used to filter the message.

Max word length - the default value is 15. The maximum length of the
words used to filter the message.

Min word occurrence - the default value is 5. The minimum number of
times a word has to appear before it is used in filtering. A low setting will
make the Bayesian filter more "trigger-happy" letting it mark emails based
on less data.

Word expiry - the default value is 30. Every word is tagged with the time
it was last encountered. This threshold ensures that words that haven't
occurred recently are removed from the database. If the word does not
occur in the messages within the specified number of days, it is removed
from the database.
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To restore the default values, click Default button.

Select a deletion mode for spam emails detected by the Bayesian filter:

Move to Trash - spam emails detected by the Bayesian filter will be

deleted from the mail server and moved to Deleted Items folder (saved to
the disk)

Delete Permanently - spam emails detected by the Bayesian filter will be
deleted from the mail server without being saved to the disk

Move to Trash During Mail Check - emails are moved to Deleted Items
folder during the accounts check

Delete Permanently During Mail Check - emails are deleted permanently
during the accounts check
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Ignore List

Ignore List is a list of words the Bayesian filter must ignore when
classifying the messages as spam or good. The Ignore List usually includes

most common words that can be found in email messages. You can view
the default Ignore List if you click Ignore List tab in the Bayesian Filter
Settings.

Bayesian Filter Settings

eneral  gnare List

abbrey -
ACIanym
addrezs
align
alink.

all

alzo

alt

and

EZINNCI

any Find... Chrl+-F
applet Find Mext F3
application

apr Select Al Ctrla,

are
background

| ok || cancel || Hep |

You can remove words from the Ignore List, or add other words you see
appropriate. To delete a word, use Delete button on the keyboard. To add
a new word, put the cursor at the place where you want to insert the
word and type it. The words must be entered in column one per line.
Also, you can add the words to the Ignore List directly from the
SpamCombat main screen. Select the word(s) in the Interesting Words
frame, click the right mouse button and select Add to Ignore List option:

Erad's ratio: 50 I

Copy

add o Ignore List

Select All
| TatE 3 |
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DNSBL Filter

Working with DNSBL Filter

DNSBL Filter checks the sender's IP address against the most known
blacklists in DNS-Based spam databases.

To view a list of spam databases provided with SpamCombat, click Filters
button on the program's Toolbar and select DNSBL Filter.

Or, double click the mouse on DNSBL Filter at the left pane of the
program's main window.

=
e ¥ 9
| . ]
Complex Filkers .
s Wehite List m
Black: Lisk 1
HTRL Walidator |

Bavesian Filker

You can see the spam databases, their lookup domains and links within
the grid.
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" Spam Databases g@]

General | Settings

M ame: Lookup domain Link;
|5F'.-i'-.MEEIF' l ||:u|.$|:uam|:|:|p.net | |.-".-"spam-:u:up.net.-"|:ul.shtml| [ Add ]

lmm

) DHSEBL-DLIM dun. dnzrbl. net http £ drerbl cam
. M DSBLMULTI multihop. dsbl.arg hittp:/ v, dsbl org/
[ ' ) EASYMET-PROXIES | proxies Blackhales. easynet.nl | hitp:/ /praxies. blackhales easynet.nl/
} v SPaMCOFr [

IIIIIIIIIIIIIIIIIIIIIIIIIIIII Activate Selected hitp: # f=pamcop. net/bl zhtml
Activate Al
Deactivate Selected
. S e Deackivate Al k .....................................................................................................
R e T
X\ v (hcive =Tue) Customize.|
s [ » [ o] = | [ [ [ca e q

0K || Cancel || Hep |

To add a spam database, enter its name, lookup domain and URL. Click
Add.
You can update the SpamCombat DNSBL database by yourself.

Follow this URL http://www.declude.com/junkmail/support/ip4r.htm to

view the list of active spam databases. Enter the sender's IP address and
click Lookup IP to get the list of spam databases where this IP is listed.
Then return to the previous page, copy the name, lookup domain and the
URL of the appropriate blacklists and add them to the SpamCombat
DNSBL filter.

Inactive blacklists within the SpamCombat DNSBL filter can be disabled
or removed from the database.

Clicking the right mouse button on the selected record within the grid
brings the following options:

Activate Selected - allows you to activate the selected items
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Activate All - allows you to activate all the items
Deactivate Selected - allows you to deactivate the selected items
Deactivate All - allows you to deactivate all the items

At the bottom of the grid there is also a range of buttons you can use to
work with the spam databases. Put the cursor to the button to know its
function.

To easily search for a record within the grid, you can use an incremental

search. An incremental search allows you to locate a record within the
grid by matching the initial characters of a record field.

For your convenience you can sort and filter the records within the grid

as you want.
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DNSBL Filter Settings

Click Settings tab in Spam Databases screen to specify DNSBL filter
settings.

- Spam Databases

General  Settingz |

Timeout: 10 = | seconds
Threads: 30 -
K.eep result for |7 o | daps

Deletion mode for spam emailz

Mowve to Trash w

Delete Permaremt]
fove to Trazh

kove to Trash During Mail Checl:
Delete Permanently During kail Check,

Timeout xx seconds - time limit to be used by the program to connect to

the spam databases.

Threads - maximum number of spam databases the program connects to

simultaneously.

Keep result for xx days - SpamCombat will keep the information about
whether the IP address is listed in spam databases for xx days. This option
allows SpamCombat not to overload the DNS server with queries.

Select a deletion mode for spam emails detected by the DNSBL filter:

Move to Trash - spam emails detected by the DNSBL filter will be deleted
from the mail server and moved to Deleted Items folder (saved to the

disk)

Delete Permanently - spam emails detected by the DNSBL filter will be
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deleted from the mail server without being saved to the disk

Move to Trash During Mail Check - emails are moved to Deleted Items
folder during the accounts check

Delete Permanently During Mail Check - emails are deleted permanently
during the accounts check
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Working with Emails

Sorting and Filtering Emails

Here we'll describe all the features of SpamCombat that can help you
arrange the records within the grid in most handy way for you. Using
these procedures you can easily manage the emails in the program's main
screen, deleted messages, filters in Complex Filters, Whitelist, Blacklist,
and DNSBL, and the records in the General Statistics table.

To quickly hide the columns within the grid, click the mouse at the right
top corner in the grid and uncheck the columns you want to hide. To
show the columns, check the appropriate checkboxes:

= R Fiers Zlpcoount |
A %:3 Complex Filters B I Spam
M whie List ifoc:
: Tuthdail
™ @ Black List

) HTML Validator
] B apezian Filker
M 3> DNSBL Filter

B.% Accounts

1

Countm
Statuz

M ezzage
Size
Attachment
Account
Fram
Subject

Tao

Drate
Deletion Mode

< & sl L& & & ] & &) |

If you click the right mouse button on a column name, the following
menu pops up:

117

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.



%l Sort Ascending

Subject o
% } sork Descending

Spammer
Rizk Free

|:|-r'||ir'u.e Ph =, Group By This Field
Migerian s == Group By Box
b ultiple o

Mortgage || Footer

M arketing & Group Fookers

Large biag Remove This Column

K.
Dree!n i @ Field Chooser
Fram iz Bl:

Fram addr Alignment
Free or Sp 4 Eest Fit
FREE: all

: Best Fit {all columns)
Ercessive —

LI

Sort Ascending - sorts the records in ascending order
Sort Descending - sorts the records in descending order

Clear Sorting - clears sorting for a column
Group By This Field - groups the records by the appropriate column. To

restore the grid, just drag and drop the column to its place.

Acoount 2E3|From _Ed|Subject E|To __ Ed|Sicc Ed|Datc B

—| Statuz : U: Bayesiarn: 53 [COUWT=1]
7 wicont "cormeora.. | ramoha semana.. | Vicont " <m...
+| Statug : U: Bayesian: 50 [COUMT=5]
+| Statuz : 5: Dubiouz HTML tags: O:P, A0:F, [COUNT=1]
+| Statuz: 5: Bavesian: 99 [COUNT=9]

26.80 Kb | 104742003 3....

! +| Statuz : 5: Bapesian: 100 [COUNT=18)

= Statug : M: Bayesian: 9 [COUMT=1]
[ %" Wicont |aniel:_3141...| g00d dubt c0ns... " Wicont " <m...
+| Statuz : M: Bayesian: 0 [COUNT=1]

1.60Kb |10/5/20031:...

Group By Box - enables/disables the grouping panel.

Footer - shows/hides the footer. If you click the right mouse button on
the footer, you can execute mathematical operations with the numeric

columns (Message# and Size): calculate the summary, get the minimum,

maximum, and average value.
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Group Footers - shows/hides group footers.

Status 7 &
Account sR[To _ Ed|Size Ed[From K3 |Subiect K1

= Statuz : U: Bayesian: 53 [COUMT=1]

7 Wicont |"Markov <m... | 26.80Kb |"comeora.. |ramona zemana...
I
f Min
1‘_" Max

3 !!
X v [Status = U: Bayesian: 53) #h Average

L U e Mone

Remove This Column - removes the columns from the grid.
Field Chooser — allows restoring the removed columns. To restore the
columns, just drag and drop them back to the grid.

Customization X

.........................

Mezzage
Size
Status
To

Alignment - aligns the items left, right or center

Best Fit - calculates the width of the appropriate column so that its
content is fully displayed within the cell

Best Fit (all columns) - calculates the width of all the columns so that
their contents are fully displayed within grid cells

You can sort the emails in ascending and descending order by clicking the
mouse on the column title.
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¢ Tip: To sort the emails by more than one column at a time, click the
column title to sort the items by this column. Now hold down Shift on
the keyboard and click another column title. You'll get the items sorted
by these two columns.

To change the order of the columns, drag and drop a column at the place
where you want it to be.

To filter the emails, click Filter button at the bottom of the grid and build
your filter:

LR IR L »H*’*?[%

TR Bw

Select the principle the filter will work on: AND, OR, NOT AND, NOT
OR.

Set the filter conditions by choosing them from the drop down menus as
shown below:

Filter | AMD <pooks

o .| iStatus lke <emplys
Statuz
Mezzage
Fram
Subject

pres h to add a nev condition

To
Size
[rate
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Filter | AMD <pooks

fe L Shatus Ilk_e twpe pour test
press the bul !:h:ues riok equal -

iz lezs than

iz lezz than or equal to

iz greater than

iz greater than or equal ta
it lik e %

iz blark,

iz rot blarlk

bebween

rot bebween

i ~

When done, click OK.

For your convenience you can save the filter to a file by clicking Save As
button and load it when needed by clicking Open.

To filter the emails by the appropriate column within the grid, click a
black down arrow and select a filter condition:

Status
[&ln

Custar...

he
M: Bayesian: 0 k
5. Dubious HTHL tags: BAS

Select All to show all the emails.
Select Custom... to set up your own filter:

X

Custom Filter

Shaw rows where:

Statusz

like - |N;z

« AND aR

Uze _ toreprezent any zingle character

Use % to represent any senes of characters Cancel
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Here are several examples of filters you can use:
Status like N:% - shows only good emails
Status like S:% - shows only spam emails
Status like U:% - shows unresolved emails

Status like N: BlackList:% - shows the emails that came under the
blacklist

Status like N: WhiteList:% - shows the emails that came under the
whitelist

Status NOT LIKE %(Cached) - shows only new emails. Cached messages
are hidden.

When finished, click OK to apply the filter. The filter conditions will
appear under the grid:

X v [Statuz LIKE M:%)

To deactivate the filter, just uncheck this checkbox.

To remove the filter, click [x! Delete button.

To edit the filter, click Customize button.

To save this filter, click the right mouse button and select Save Filter...

X v [Statuz LIKE M:%) Mj
*

Type a file name to save your filter and click Save. As soon as the filter is
saved, it becomes available from the filter drop down menu in the Status
column.
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If you setup more than one custom filter, you can easily switch between
them by clicking a black down arrow:

X v [Statuz LIKE 5:%] -

[Statuz = blank)
[Statuz NOT LIEE 1J:%)

[Statuz LIKE L:%]

You can also filter the fields in the message header. The procedures are
quite the same. Just click the black down arrow in the Field or Value
column and select the header field or field value to show. All other fields
will be hidden.

Fid sBVoue  E

Egt]stnm ] "Wlad" <%lad_gobowisit

Content-T ype:
Date:

Test mezzage

Impartance:
tezzage-1D:
M E A erzion:
Received:
Reply-Tao:
Return-path:
Subject;

To

H-Mailer:
#-OriginaldrrivalT irme:
F-Pririty:

® v [Field = From:] ar [Field = Subject] M

Select Custom... to build your own filter. You can then save the filter if
you click Save As... button. When the filter is saved, you can apply it by
selecting from the filter drop down menu in the Field column.

= Filter builder, - [untitled.flt]

Fiter | DR  <rooks

: Field egualz Subject:
* .. Field equalz From:

: Field eguals To

prezz the button to add a new condition

E.......E.FE”'“ |[ Save bz Ok ] [ Cancel H Apply
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Managing Deleted Emails

Attention! The messages you delete from the server are moved to Deleted
Items folder only if they have the deletion mode Move to Trash in the
SpamCombat main screen.

The Deleted Items folder is stored in the SpamCombat directory:
...\G-Lock SpamCombat\Profiles\Default\Deleted\

For your convenience you can choose a different location to store deleted
messages. See Automation Settings.

To view the deleted messages, click E Deleted Items button on the
program's Toolbar.

The grid shows the details of the deleted messages: Status, Account, From,
Subject, To, Date. If you select an email within the grid and click the
right mouse button on it, you can:

- mark the selected message as clean

- mark the selected message as spam

- delete the selected message from the disk

- move the selected message to the Recoverable mailbox for further
receiving with an email client.

- save the selected email to the disk

- locate the selected email on the disk (Find Target...).
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" Deleted Items

General |

3% 5 Bayesian: 100 |"You

Ervice
@ Mark Message as Clean

34 Message Marked ...|"Ulez fhyare
I ¥ 5 Bapesian: 100 % Mark Message as Spam

2% 5: Bayesiar: 100 '&'ED|% Delete Messages From Disk oo

T 5 Bavesian: 10 "B ! She

Mowe to Recoverable MailGox

Save Message bo Disk,

M4 57

Select Al

The Bayesian filter learns from the deleted emails as well. If you notice a

good message that was classified as spam and deleted, you can re-

categorize this email to good.

At the bottom of the grid there is a range of useful buttons:

M4 T

.

S T

allows vou to build your own filter for easy
search records within the grid

brings you to the last record in the grid
brings you to the next page of the grid

brings yvou to the next record in the grid

brings vou to the prior record in the grid

brings vou to the prior page of the grid (if

there are a few pages)
brings vou to the first record in the grid

You can also use the buttons on the toolbar to work with deleted emails:

LE S /I S A

Mark Message as Clean
Mark Message as SPAM
Add to White List

Add to Black List
View/Hide Message Header

View/Hide Interesting Words (used by the Bayesian
filter)
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w View HTML/Message Source/Decoded Message
= Delete From Disk

At the bottom screen you can view deleted emails in either of these
formats: HTML, message source (RAW message code), or decoded
message (message body). To switch between the formats, click & View
HTML/Message Source/Decoded Message button.

Viewing emails in the HTML format is absolutely safe. No pictures are
actually downloaded; no hidden scripts or codes are executed. You can
see only a picture frames in the preview screen. If you put the cursor to
the picture frame, at the bottom of the SpamCombat main screen you will
see the URL of this picture and the URL the picture includes (if there is
any URL). If you click the right mouse button on the picture frame, you
can either open the picture with your browser, or copy the URL the
picture includes to the clipboard, or open this URL with your Internet
browser.

You can also whitelist or blacklist emails from the preview screen. To do
this, select a field from the message header, click the right mouse button,
and then select the appropriate menu:

PR PR RIS wE

Field -]
N From: M
. oo | Add to hite List  ShifthCtr :
Subject: Vol AddtoBlack List  Shift+Cirl+B
o) add Domain to White List g
a) | add Domain to Black List
Copry
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= Notes:
Deleted emails are stored on the disk for as many days as you specified in

the Automation Settings. After that the program deletes them from the
disk.

If an email has the size more than 5Kb, only the defined number of lines
from the message body is saved. See General Settings. If the message size
is less than 5Kb, the entire message body is saved to the disk.

If you save a message to a file with .eml extension, you can then open it
in your email client with a double mouse click.
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Recovering Deleted Emails

If a good email was accidentally marked as spam and moved to Deleted
Items folder, SpamCombat lets you restore this email from the trash for
further receiving with your email client.

To recover an email:

1) create in your email client a POP3 account with the same parameters
(account name and password) as in the Internal Mail Server settings in
SpamCombat. SpamCombat has the Internal Mail Server settings pre-
setup: Account Name - SpamCombat, password - SpamCombat, and port -
110. You can either use these default parameters to create an account in
your email client, or you can change the default account name and
password to your own.

2) move an email (emails) you want to restore to the Recoverable mailbox
in SpamCombat. To do this, open Deleted Items folder, select an email
(emails), click the right mouse button and select Move to Recoverable
Mailbox menu.

" Deleted ltems

- LITTD LIDH Pl

2 S Bl @’ Mark Message as Clean
2$5:BI % Mark Message as Spam

%2 5 Bl % Delete Messages From Disk

g: :” Move to Recoverable MailBox D\Q[
%% 5Bl Save Message to Disk

§§ :I Find Target...

24 5Bl Select all

S5 Bl -

3) start the Internal Mail Server in SpamCombat. To do this, click File and
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select Start Internal Mail Server.

- G-Lock SpamCombat
i File iE:it View Help

Add Mew Account

Import Email Account{s)

Edit Account

. Delete Account L

1% Clear MessagelD Cache I

| Start Internal Mail Server |

% Settings

Backup Profie I
Restore Profile

Exit
Dk T omoua o

When the Internal Mail Server is started, you can see the & icon at the
left bottom corner of the SpamCombat screen.

4) select the account in your email client you've just setup to receive
emails from the Recoverable mailbox in SpamCombat.

To stop the Internal Mail Server after you recovered the emails, click on
the icon and select the appropriate menu.

— —
F\r\-. (I [ e

Stop Intermal Mail Server

= Note: If you recover a deleted email, only the defined number of lines
from the message body will be recovered if an email has the size more
than 5Kb. See General Settings. If the message size is less than 5Kb, the
entire message body will be recovered.
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Working with SpamCombat in System Tray

To minimize SpamCombat to the system tray after it is closed, check
Minimize to system tray option in the program's General Settings.

If you put the mouse on the SpamCombat icon in the system tray, the
program's lite screen is displayed.

G-Lock SpamCombat - timer on

1

Total # of meszages:

Mew messages: 17
Good messages; 1]
IInknown meszages: 4
Found spamm: 22
Deleted meszages: 1]
Last Checked: 12:59

L 11

Here you can see the statistics on your incoming emails: total of messages,
quantity of new, good, unknown (not resolved) and spam emails found by
the program. You can also select the account to check for incoming
emails and click Start, launch your default email client when spam emails
are deleted, adjust the program's settings, and view deleted messages.
There are also Start Timer, Pause Timer, and Disable Timer buttons you
can use to control the accounts auto-check mode.

G-Lock SpamCombat - timer on

e RN IR
:
v
Y

11 Spam

G-Lock

TutrAail

Mewtail
\Micont 416 P

1]
1]
X :
1]
1]

Deleted MailBosx

o 4119 PM
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The time SpamCombat is retrieving emails being minimized to the system

tray, its icon is blinking. If new emails arrived, the usual icon changes to

W in the system tray. If the timer is on, the SpamCombat icon notifying

you about new emails does not change to its normal state between the

sessions regardless of whether new emails were retrieved during the last

auto-check or earlier.

To open the SpamCombat main window, double click the mouse on the

title bar on the lite screen. Or, click the right mouse button on the
program's icon and select Open G-Lock SpamCombat.

‘ﬁ Check Account(s) Mow |:|
) Launch Email Client - Alt+E

Open G-Lock SpamCornbat

Skop Internal Mail Server

Exit

To start SpamCombat, click Check Account(s) Now and select the
account(s).

To open your email client, click Launch Email Client.
To start the Internal Mail Server, click Start Mail Server.
To stop the Internal Mail Server, click Stop Mail Server.
To exit SpamCombat, click Exit.
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Test Regular Expressions

If you use regular expressions in the SpamCombat filters, it is rather
prudent to check whether the regular expression works properly. To do
this, click Test Regular Expression tab.

" Black List

General { Test Fegular Expression !

Reaqular Expression:

[Plla-Zhwhshd -1+ M atizh
Source:

FREE

Rezult;

Success.
SubString Count iz 3
0-FREE
1-FREE

| ok || cace || Hep |

Type a regular expression in the appropriate window. Enter the text that
this regular expression must match in the Source window and click
Match. To find the next regular expression that matches the same mask,
click Match Next. The Result window will show you the searching
results.
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About Regular Expressions

This topic describes in general terms the syntax and semantics of the
regular expressions supported by G-Lock SpamCombat. If want to learn
more about regular expressions, here are a few good sources to refer:

http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/script56/html/js56jsgrpRegExpSyntax.asp

http://www.regular-expressions.info/

A regular expression is a pattern that is matched against a subject string

from left to right. Most characters stand for themselves in a pattern, and
match the corresponding characters in the subject. As a trivial example,

the pattern

The quick brown fox

matches a portion of a subject string that is identical to itself. The power
of regular expressions comes from the ability to include alternatives and
repetitions in the pattern. These are encoded in the pattern by the use of
meta-characters, which do not stand for themselves but instead are
interpreted in some special way.

There are two different sets of meta-characters: those that are recognized
anywhere in the pattern except within square brackets, and those that are
recognized in square brackets.

Outside square brackets, the meta-characters are as follows:

\ (backslash) - general escape character with several uses
A (circumflex) - asserts start of string (or line, in multiline mode)
$ (dollar) - asserts end of string (or line, in multiline mode)

. (full stop (period, dot)) - matches any character except newline (by
default)
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[ ] (square brackets) - start and end character class definition

| (vertical bar) - starts of alternative branch

() (round brackets) - start and end subpattern

?  extends the meaning of (also 0 or 1 quantifier, also quantifier
minimizer

* 0 or more quantifier

+ 1 or more quantifier

also "possessive quantifier"

{ start min/max quantifier
Part of a pattern that is in square brackets is called a "character class". In a
character class the only meta-characters are:

\  general escape character

A negates the class, but only if the first character

- indicates character range

[ opens a character class

]  terminates the character class

Let's describe each of these meta-characters in details.
Backslash (\)
The backslash character has several uses:

1) if it is followed by a non-alphameric character, it takes away any
special meaning that character may have. This use of backslash as an
escape character applies both inside and outside character classes.

For example, if you want to match a * character, you write \* in the
pattern. This escaping action applies whether or not the following
character would otherwise be interpreted as a meta-character, so it is
always safe to precede a non-alphameric with backslash to specify that it
stands for itself. In particular, if you want to match a backslash, you write

\\.
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2) the second use of backslash provides a way of encoding non-printing
characters in patterns in a visible manner. There is no restriction on the
appearance of non-printing characters, apart from the binary zero that
terminates a pattern, but when a pattern is being prepared by text editing,
it is usually easier to use one of the following escape sequences than the
binary character it represents:

\a alarm, that is, the BEL character (hex 07)

\cx  "control-x", where x is any character

\e escape (hex 1B)

\f formfeed (hex 0C)

\n newline (hex 0A)

\r carriage return (hex 0D)

\t tab (hex 09)

\ddd character with octal code ddd, or backreference

\xhh  character with hex code hh

\x{hhh..} character with hex code hhh... (UTF-8 mode only)
3) the third use of backslash is for specifying generic character types:

\d any decimal digit

\D any character that is not a decimal digit

\s any whitespace character

\S any character that is not a whitespace character

\w any "word" character

\W  any "non-word" character

Fach pair of escape sequences partitions is the complete set of characters
into two disjoint sets. Any given character matches one, and only one, of
each pair.

4) the fourth use of backslash is for certain simple assertions. An assertion
specifies a condition that has to be met at a particular point in a match,
without consuming any characters from the subject string. The
backslashed assertions are:
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\b matches at a word boundary

\B  matches when not at a word boundary

\A  matches at start of subject

\Z  matches at end of subject or before newline at end
\z matches at end of subject

\G  matches at first matching position in subject

These assertions may not appear in character classes (but note that \b has
a different meaning, namely the backspace character, inside a character
class).

Circumflex (*)

Outside a character class, in the default matching mode, the circumflex
character is an assertion which is true only if the current matching point
is at the start of the subject string.

Inside a character class, circumflex has an entirely different meaning.
Circumflex need not be the first character of the pattern if a number of
alternatives are involved, but it should be the first thing in each
alternative in which it appears if the pattern is ever to match that branch.
If all possible alternatives start with a circumflex, that is, if the pattern is
constrained to match only at the start of the subject, it is said to be an
"anchored" pattern.

Dollar ($)

A dollar character is an assertion which is true only if the current
matching point is at the end of the subject string, or immediately before a
newline character that is the last character in the string (by default).
Dollar need not be the last character of the pattern if a number of
alternatives are involved, but it should be the last item in any branch in
which it appears. Dollar has no special meaning in a character class.
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Full stop (period, dot) (.)

Outside a character class, a dot in the pattern matches any one character
in the subject, including a non-printing character, but not (by default)
newline. The handling of dot is entirely independent of the handling of
circumflex and dollar, the only relationship being that they both involve
newline characters. Dot has no special meaning in a character class.

Square brackets []

An opening square bracket introduces a character class, terminated by a
closing square bracket. A closing square bracket on its own is not special.
If a closing square bracket is required as a member of the class, it should
be the first data character in the class (after an initial circumflex, if
present) or escaped with a backslash.

A matched character must be in the set of characters defined by the class,
unless the first character in the class definition is a circumflex, in which
case the subject character must not be in the set defined by the class. If a
circumflex is actually required as a member of the class, ensure it is not
the first character, or escape it with a backslash.

For example, the character class [aeiou] matches any lower case vowel,
while [*aeiou] matches any character that is not a lower case vowel. Note
that a circumflex is just a convenient notation for specifying the
characters that are in the class by enumerating those that are not. It is not
an assertion: it still consumes a character from the subject string, and fails
if the current pointer is at the end of the string.

When caseless matching is set ((?i) characters are used to set a case
insensitivity in the regular expression, for example, [(?i)aeiou]), any
letters in a class represent both their upper case and lower case versions,
so for example, a caseless [aeiou] matches "A" as well as "a", and a caseless

137

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.



[Maeiou] does not match "A", whereas a caseful version would.
Minus (-)

The minus (hyphen) character can be used to specify a range of characters
in a character class. For example, [d-m] matches any letter between d and
m, inclusive. If a minus character is required in a class, it must be escaped
with a backslash or appear in a position where it cannot be interpreted as

indicating a range, typically as the first or last character in the class.

All non-alphameric characters other than \, -, * (at the start) and the
terminating ] are non-special in character classes, but it does no harm if
they are escaped.

Vertical bar ()

Vertical bar characters are used to separate alternative patterns. For
example, the pattern

gilbert|Sullivan

matches either "gilbert" or "sullivan". Any number of alternatives may
appear, and an empty alternative is permitted (matching the empty
string). The matching process tries each alternative in turn, from left to
right, and the first one that succeeds is used. If the alternatives are within
a subpattern (defined below), "succeeds" means matching the rest of the
main pattern as well as the alternative in the subpattern.

Round brackets ()

Round brackets are used as subpatterns delimiters. Marking part of a
pattern as a subpattern does two things:
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1. It localizes a set of alternatives. For example, the pattern

cat(aract|erpillar|)

n.n

matches one of the words "cat", "cataract", or "caterpillar". Without the

n.n

parentheses, it would match "cataract”, "erpillar" or the empty string.

2. It sets up the subpattern as a capturing subpattern (as defined above).
Opening parentheses are counted from left to right (starting from 1) to
obtain the numbers of the capturing subpatterns.

For example, if the string "the red king" is matched against the pattern
the ((red|white) (king|queen))

the captured substrings are "red king", "red", and "king", and are
numbered 1, 2, and 3, respectively.

The fact that plain parentheses fulfil two functions is not always helpful.
There are often times when a grouping subpattern is required without a
capturing requirement. If an opening parenthesis is followed by a
question mark and a colon, the subpattern does not do any capturing, and
is not counted when computing the number of any subsequent capturing
subpatterns. For example, if the string "the white queen" is matched
against the pattern

the ((?:red|white) (king|queen))
the captured substrings are "white queen" and "queen", and are numbered
1 and 2. The maximum number of capturing subpatterns is 65535, and the
maximum depth of nesting of all subpatterns, both capturing and non-
capturing, is 200.
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Quantifiers
The quantifiers can follow any of the following items:

a literal data character

the . metacharacter

the \C escape sequence

escapes such as \d that match single characters

a character class

a back reference (see next section)

a parenthesized subpattern (unless it is an assertion)
The general repetition quantifier specifies a minimum and maximum
number of permitted matches, by giving the two numbers in curly
brackets (braces), separated by a comma. The numbers must be less than
65536, and the first must be less than or equal to the second. For example:

z{2,4}

matches "zz", "zzz", or "zzzz". A closing brace on its own is not a special
character. If the second number is omitted, but the comma is present,
there is no upper limit; if both the second number and the comma are

omitted, the quantifier specifies an exact number of required matches.
Thus

[aeiou{3,}
matches at least 3 successive vowels, but may match many more, while
\d{8}

matches exactly 8 digits. An opening curly bracket that appears in a

position where a quantifier is not allowed, or one that does not match the

syntax of a quantifier, is taken as a literal character. For example, {,6} is
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not a quantifier, but a literal string of four characters.

The quantifier {0} is permitted, causing the expression to behave as if the
previous item and the quantifier were not present.

For convenience the three most common quantifiers have single-
character abbreviations:

* is equivalent to {0,}
+ 1is equivalent to {1,}
? isequivalent to {0,1}

By default, the quantifiers are "greedy", that is, they match as much as
possible (up to the maximum number of permitted times), without
causing the rest of the pattern to fail. The classic example of where this
gives problems is in trying to match comments in C programs. These
appear between the sequences /* and */ and within the sequence,
individual * and / characters may appear. An attempt to match C
comments by applying the pattern

ARV}
to the string
/* first command */ not comment /* second comment */

fails, because it matches the entire string owing to the greediness of the .*
item.

However, if a quantifier is followed by a question mark, it ceases to be
greedy, and instead matches the minimum number of times possible, so
the pattern
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ANAAV

does the right thing with the C comments. The meaning of the various
quantifiers is not otherwise changed, just the preferred number of
matches. Do not confuse this use of question mark with its use as a
quantifier in its own right. Because it has two uses, it can sometimes
appear doubled, as in

\d?\d
which matches one digit by preference, but can match two if that is the
only way the rest of the pattern matches.

SpamCombat Command-Line Switches

There is the only G-Lock SpamCombat command-line switch: Auto. If
you start the program with the spamcombat.exe Auto, the program will
check your accounts, delete spam emails and automatically exit.

142

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.



Viewing SpamCombat Statistics

To view the SpamCombat statistics, click @ Statistics button on the
program's Toolbar.

General Table

Here you can view general SpamCombat statistics on processed messages
since the first installation of the program. The data is assembled in a table
with numerous columns:

Account - your POP3/IMAP accounts

Date - date the statistics is gathered on

Processed - total of emails processed on the appropriate date

Deleted - total of emails deleted on the appropriate date

Whitelist - total of whitelisted emails received on the appropriate date
Blacklist - total of blacklisted emails received on the appropriate date
HTML Filter - total of spam emails detected by HTML Validator
DNSBL - total of spam emails detected by DNSBL filter

Bayesian Good - total of good emails resolved by the Bayesian Filter
Bayesian Spam - total of spam emails resolved by the Bayesian Filter
Bayesian Unknown - total of emails not resolved by the Bayesian Filter
Reclassified to Good - total of emails reclassified to good by a user
Reclassified to Spam - total of emails reclassified to spam by a user
Unknown - total of emails which were not caught by any of the filters
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© Statistics

Eeneral|.ﬁ.ssembled Diagram  Filters Rating  Bavesian Efficiency  SpamCombat Efficiency  Email Traffic

Date [|Ac... 2 E|Processed K| Deleted [ [B. Spam[a|Black List | Hem Fiter K2 DNSBL K[

EA14/2004 | G-Lock
61172004 | G-Lock
6/3/2004 | G-Lock
B/7/2004 | G-Lock
B/2/2004 | G-Lock
6M1/2004 | G-Lock
5/31/2004 | G-Lock
5/27/2004 | G-Lock
5/26/2004 | G-Lock
5/24/2004 | G-Lock
5/21/2004 | G-Lock
5/20/2004 | G-Lock
5M9/2004 | G-Lock
5M8/2004 | G-Lock
5M7/2004 | G-Lock
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Sorting and Filtering Statistics

At the bottom of the table there is a range of useful buttons that help you
work with the data. Put the cursor to the button to know its function.
You can sort and filter the data within the grid as you like. For example,
to view the statistics for a specific account only, click a black down arrow
in the Account column and select the account name.

To view the statistics only on a specific date, click a black down arrow in
the Date column and select the desired date. If you select Custom..., you
can build the filter to show the statistics for a period of time:
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Custom Filter

X

Show rows where:
[rate
is greater than | [5/10/2004 |
« AND R 4 kday 2004 2
S M TWwW T F 5
- -I -
23456 7 8
] 11 12 13 14 15
1617 181920 21 22 Hncel
2324 25 26 27 28 29
0 0 1 303 1] 7] 0
2 0 1 Today | Clear | 0
8 0 0 . o 0

If you click Customize... button, the Filter Builder will open where you
can add more conditions to refine your filter.

Iz Filter builder - [untitled. fit]

Filer | &RD <rook:

Date iz greater than 54102004

Accaunt & b condition

Deleted

Wihite List

Black List

Htril Filker

DHSEL

B. Good

B. Spam

B. Unknown

R. Good hd

[ Open... ][ Save fz.. ] [ k. ] [ Cancel ” Apply ]

Using the procedure above, you can filter the statistics by all the columns
within the grid.

If you setup more than one custom filter, you can easily switch between
them by clicking a black down arrow:

145

Copyright © G-Lock Software. All rights reserved. G-Lock SpamCombat is a trademark of G-Lock Software.



> v [Date » 6/30/2004) and [Processed =14] -
[Drate » B/30/2004)
[Date » FA0/2004]
[Drate > 7/11/2004)

If you have the statistics within the General table filtered, this filter is
also applied to other diagrams: Assembled Diagram, Filters Rating,
Bayesian Efficiency, and SpamCombat Efficiency.

Deleting Statistics

To delete the records from the General Statistics table, select the string(s)
you want to delete and press Del on the keyboard, or click "-" button at
the bottom of the table. Click OK to save the changes, or Cancel to cancel
them. The changes you make in the General Statistics table are also
applied to all others diagrams.

= Note: if you are editing the statistics when SpamCombat is active, the
changes may not be saved.
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Assembled Diagram

If you click Assembled Diagram tab, you can see the statistics as a
diagram. There are 5 checkboxes at the top of the screen: Black List,
Bayesian Spam, DNSBL, HTML Filter, and Complex Filter. Check
(uncheck) a checkbox to show (hide) the statistics on spam emails caught

by the appropriate filter.

" Statistics :l |§| E|

General | &zsembled Diagram | Filterz Rating  Bayesian Efficiency  SpamCombat Efficiency  Email Traffic

Black List Bayes. Spam DNSEL HTML Filter Comples Filter

General statistics by days for the period from S5352004 to 611852004 . Page 1 of 2

O Processed

B Deleted

M Found Spam
E Bilack List

M Baes. Spam
O DrsBEL

B HTHL Fitter

O Complex Fiter
O Unknovwen

e .r"'-.-. A S "'
T, i "" ‘ A L2 ‘.—""’ L
SE2004 SMS2004  Se22004  S902004  BAs2004 B 2r2004 E] E]

% [7] [Date > 5/1/2004)

| ok || cencel || Hep |

To save the diagram to a file of the .bmp format, click Save button.
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Filters Rating

Filters Rating shows the percentage of spam emails detected by the
SpamCombat filters: Black List, Bayesian, HTML Validator, and DNSBL
filter. To adjust the diagram for best viewing, use Rotation and Explode
Biggest boxes.

© Statistics

General  Azsembled Diagram F §| Bayesian Efficiency  SpamCombat Efficiency  Email Traffic

Fiters rating in catching spam for the period from 275302004 to 641 572004

I 45 69 % Bayesian
M 42 53 % Black List
1 5.08 % DMSBL

M 051 % HTML Fitter

% [7] [Date > 5/1/2004)

| ok || cancel || Hep |

To save the diagram to a file of the .bmp format, click Save button.
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Bayesian Efficiency

Bayesian Efficiency diagram shows the total of messages processed by the
Bayesian filter and the percentage of emails resolved properly as
good/spam. Here you can also see how many emails were falsely classified
as good and spam.

" Statistics

General &zsembled Diagram  Filters Fating | Eayesian Effiu:ienu:_l,lé SpamCombat Efficiency  Email Traffic
Efficiency rating of Bayesian fiter by days for the period from 5/3.2004 to 64522004
15 v ] ' . [ Total Processed
T CoTTTTTT T T N ST T [ Resalved
qald o o o o o N o = Falze Spam Email
— ' — r r -r T -: _ — False Good Email
| | | | R
%1':" "_':' """" L I 10 'r" T a7
= ; i
& ' 0
E 8_ - PRI I R S I [ N :._. O B S d4- -
I]J 1
= . B mlE
B RS B CEEE - - =05 -l |a-
al - . HTHELHTT
2| AT A
¢ d d b [ ™ i
gl lll LI #‘é SAELVEEEEEE NN ED 4 Vb N EEP AL
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To save the diagram to a file of the .bmp format, click Save button.
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SpamCombat Efficiency

SpamCombat Efficiency diagram shows the total of spam emails you
received for a period of time and how many of them were detected by the
SpamCombat.
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To save the diagram to a file of the .bmp format, click Save button.
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Email Traffic

This tab shows the information about your email traffic:

Total, Kb - total size of email messages on your POP3 accounts (checked
with SpamCombat)

Deleted, Kb - size of email messages deleted with SpamCombat
Processed, Kb - quantity of kilobytes received with SpamCombat
(messages headers and a number of lines from the message body)
Economy, Kb - quantity of kilobytes you saved with SpamCombat
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To save the diagram to a file of the .bmp format, click Save button.
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